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ABSTRACT

In the Middle East and North Africa (MENA) region, cyberviolence against women
remains a concern and is shaped by patriarchal norms and the intricate interplay between
conservative ideologies, patriarchal power dynamics, and the discourse surrounding
cyberviolence and honor killing. The lacuna is the lack of adequate research on cyber violence
in MENA region and this thesis addresses this lacuna by investigating the construction of
violence against women within patriarchal societies and illuminating the connections between
cyber offenses and gendered power dynamics. By employing feminist critical discourse and
qualitative content analyses of 510 social media posts and 8 news media posts, this thesis
reveals the widespread prevalence and profound impact of cyber violence, revealing important
findings that show how dominant masculine portrayals of women are constructed, how
widespread cyber violence is, and the difficulties women encounter online. These findings
emphasize the pressing necessity for holistic strategies to confront and mitigate cyber violence,
particularly in light of its entrenchment due to factors such as patriarchal norms and the
intermingling of female sexuality and family honor. This research advances our understanding
of how social media platforms influence gender discourse and provides avenues for online
activism. It also underscores and emphasizes its limitations, particularly its focus on specific
case studies and their qualitative approach. Future research should encompass a broader range
of countries and incorporate more diverse methodologies. The recommendations include
conducting longitudinal studies over time, working together on legislative efforts, improving
online safety measures, and starting educational initiatives to teach digital literacy and raise
awareness. By addressing these recommendations, a safer and more inclusive digital landscape
will be fostered for women in the MENA region, thereby diminishing knowledge gaps in the
field.
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RESUMEN

En la regiéon de Medio Oriente y Norte de Africa (MENA), la ciberviolencia contra las
mujeres sigue siendo una preocupacion y esta determinada por normas patriarcales y la
intrincada interaccion entre ideologias conservadoras, dindmicas de poder patriarcales y el
discurso en torno a la ciberviolencia y los asesinatos por honor. La laguna es la falta de
investigacion adecuada sobre la violencia cibernética en la region MENA y esta tesis aborda
esta laguna investigando la construccion de la violencia contra las mujeres dentro de las
sociedades patriarcales e iluminando las conexiones entre los delitos cibernéticos y las
dindmicas de poder de género. Al emplear el discurso critico feminista y andlisis de contenido
cualitativo de 510 publicaciones en redes sociales y 8 publicaciones en medios de noticias, esta
tesis revela la prevalencia generalizada y el profundo impacto de la violencia cibernética,
revelando hallazgos importantes que muestran como se construyen las representaciones
masculinas dominantes de las mujeres, cudn extendida es la ciberviolencia. es la violencia y
las dificultades que encuentran las mujeres en linea. Estos hallazgos enfatizan la necesidad
apremiante de estrategias holisticas para enfrentar y mitigar la violencia cibernética,
particularmente a la luz de su arraigo debido a factores como las normas patriarcales y la mezcla
de la sexualidad femenina y el honor familiar. Esta investigacion avanza nuestra comprension
de como las plataformas de redes sociales influyen en el discurso de género y proporciona vias
para el activismo en linea. También subraya y enfatiza sus limitaciones, particularmente su
enfoque en estudios de casos especificos y su enfoque cualitativo. Las investigaciones futuras
deberian abarcar una gama mas amplia de paises e incorporar metodologias mas diversas. Las
recomendaciones incluyen realizar estudios longitudinales a lo largo del tiempo, trabajar juntos
en esfuerzos legislativos, mejorar las medidas de seguridad en linea e iniciar iniciativas
educativas para enseiar alfabetizacion digital y crear conciencia. Al abordar estas
recomendaciones, se fomentara un panorama digital mas seguro e inclusivo para las mujeres

en la region MENA, disminuyendo asi las brechas de conocimiento en el campo.

Palabras Clave:

Ciberacoso, crimenes de honor, medios de comunicacion, acoso en linea y violencia.
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1. CHAPTER ONE: GENERAL INTRODUCTION

Cyberviolence against women, especially in the context of the Middle East and North
Africa (MENA) region, represents a critical gap in current research warranting further
investigation. This study specifically examines the understudied phenomenon of technology-
facilitated violence targeting women in MENA countries.

The fast spread of information and communication technology (ICT) and the advent of
social media platforms have resulted in unprecedented levels of violence. These forms
primarily target women, girls, and members of sexual and gendered minority groups.
Cyberviolence, cyberbullying, text-based sexual violence, and cyberstalking are all generally
referred to as cyberviolence. Despite growing worldwide concerns, its presence in the MENA
region remains unknown.

This study is anchored in the MENA region, where the escalation of cybercrimes
against women is becoming increasingly prevalent. Although many women are victimized
through various forms of aggression in online interactions, existing legislative frameworks in
MENA countries often overlook cyberviolence against women as a form of domestic violence.
This oversight unintentionally fosters an environment of impunity, thereby facilitating the
continuation of crimes. The aftermath of cyberviolence causes devastation comparable to
traditional forms of domestic violence, especially given the vast reach of social media
platforms.

This study aims to address the lack of research on cyberviolence against women in the
MENA region. The overarching goal is to examine the nature, prevalence, magnitude, and
intricacies of cyberviolence against women. The key objectives are:

e To examine the social, psychological, economic, and physical impacts of different
manifestations of cyberviolence on female victims.

e To examine the fundamental factors and motivations driving the continued perpetuation
of cyberviolence.

e To examine culturally relevant recommendations for reforms, prevention, intervention,

and awareness to address cyberviolence in the MENA context.
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By achieving these objectives, this timely study aspires to elucidate this overlooked
issue and contribute to ongoing global efforts to safeguard women’s rights and welfare in

the digital age.

1.1. Starting With My Own Story

In the summer of 2012, I found myself engrossed in two seemingly unrelated activities.
The first was a Women's Studies course I had enrolled in as an elective. The course was
transformational; it opened my eyes to systemic issues like domestic violence and workplace
discrimination and introduced me to feminist theories of gender socialization. The second
activity was my growing engagement with social media platforms like Twitter and Instagram
as [ reconnected with friends.

What I did not realize was how these two worlds would collide in a way that changed
my life's direction. One evening in March 2013, I noticed a disturbing story trending on Twitter.
A young woman in Egypt had been threatened with sexual violence after criticizing patriarchal
norms online. As I read through the vicious comments, I was shocked not just by the explicit
threats but also by the victim-blaming. Over the next few years, I uncovered more instances of
gender-based cyberabuse targeting vocal women in the region.

Equipped with a feminist lens from my course, I began to discern the power dynamics
and toxic masculinity behind such vitriol. As an Arab woman, I felt a responsibility to apply
my privilege and education to combat this alarming phenomenon. During my master's research,
I listened to courageous women recount harrowing stories of online abuse and explored
methodologies like feminist critical discourse analysis that could elucidate systemic violence.

Today, as I prepare to share my research on cyberviolence against women in MENA, I
am keenly aware of the real-world impact of scholarship. By illuminating the lived experiences
of women navigating virtual threats, this study aims to inform meaningful policy reforms and
social change. My goal is for Arab women's voices to be heard, their concerns addressed, and

their fundamental right to be free of violence realized, both online and offline.
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1.2.The Motivation Of The Thesis

The impetus behind this thesis emanates from the pressing need for an in-depth analysis
of cyberviolence against women in the Middle East and North Africa (MENA) region. As a
female researcher from Jordan, I experienced firsthand the multifaceted challenges and
complexities of gender-based violence against women, as well as the silenced narratives often
hidden by societal norms.

In a world where technology stands as a beacon for connection and communication, its
dark side has given rise to new manifestations of violence against women in the digital domain.
Within the MENA region, this issue has not been explored as extensively as in other regions.
The societal landscape of the region often leads victims to encounter blame rather than justice,
and public revelations of abuse frequently bring stigmatization rather than support. Such
consequences, coupled with restrictive sociocultural norms, prevalent gender segregation, and
deep-rooted patriarchal hierarchies, contribute to a landscape in which women's public
participation is highly circumscribed (Chaudhry 2014).

As women in the MENA region actively engage in online spaces and social media
platforms, the lack of resources available to support them against digital violence casts a
shadow over their online interactions. The prevailing sense of impunity among offenders,
nurtured by the absence of meaningful deterrents, transformed the digital realm into an intimate
sphere of risk and vulnerability.

Driven by the desire to break the persistent cycle of fear and silence, this research
project utilizes feminist critical discourse analysis (FCDA) to scrutinize selected cases from
online Arab media, including prominent figures such as Basant Khalid, Heidi Shata, Sarah
Alwan, and Zainab Zuaiter. By challenging patriarchal narratives that emerged during the Arab
Spring and amplifying female activists' voices, this thesis seeks to explore alternative
interpretations of women's discourse in male-dominated societies (Chaudhry 2014). As a
pivotal methodology for this thesis, FCDA delves into the intricacies of language usage within

various social contexts, aiming to uncover the power dynamics, gender norms, and underlying
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ideologies that shape discourse (Altoaimy 2017).

By analyzing how language is employed in everyday situations, FCDA provides
valuable insights into the ways in which societal structures and power relations manifest
through linguistic choices (Sahly 2016). This approach is particularly well-suited for
qualitative research, as it allows for an in-depth exploration of the nuances and complexities
present in textual and verbal communication. The FCDA is a vital tool for qualitative research
as it allows for an in-depth exploration of the multifaceted dimensions present in textual and
verbal communication. By critically examining the language employed in various media, such
as social media platforms, news articles, and public discourse, FCDA facilitates the
identification of dominant narratives and counternarratives and the negotiation of meaning
within specific contexts.

Given the focus of this thesis on cyberviolence against women in the MENA region,
FCDA is particularly well-suited to shed light on the complex interplay between language,
gender, technology, and culture. Through a feminist lens, the FCDA emphasizes the
importance of deconstructing and challenging prevailing discourses that perpetuate gender-
based violence and discrimination. This methodology aligns seamlessly with the research goals
of this thesis, enabling a comprehensive examination of how cyberviolence is framed,
discussed, and understood within the MENA region.

By employing FCDA, this research aims to unearth not only the explicit manifestations
of cyberviolence but also the subtle ways in which language shapes and perpetuates harmful
attitudes and behaviors. In the end, the FCDA gives researchers the tools they need to show the
structural inequalities and power dynamics that are embedded in discourse. This helps
researchers get a better understanding of cyberviolence against women and possible ways to
stop it in the MENA region.

The ultimate goal of this research is to bridge the existing gap in academic
understanding of cyberviolence from a gendered perspective within the MENA region. This
lays the groundwork for future scholarly endeavors to examine the intricate relationship
between gender and cyberviolence and aims to stimulate meaningful dialogues that foster
initiatives for a safer digital environment for women. For the researcher, who is a master’s
student in Peace Studies, this project not only aligns with academic pursuits but also symbolizes

a profound and steadfast commitment to amplifying the voices of women in a region where

18



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

their narratives are often suppressed or overlooked.

1.3.Research Problem And Background

Cyberviolence against women is a serious problem in the Middle East and North Africa
(MENA) region. It can take many forms, including online harassment, stalking, threats, and
impersonation. Cyberviolence can have a devastating impact on victims, leading to
psychological trauma, social isolation, and even suicide.

Despite the severity of the problem, there is a lack of research on cyberviolence against
women in the MENA region. This is due in part to the fact that cyberviolence is often
underreported and because there are few laws in place to protect victims.

Prior scholarly research in the field of cybersecurity has predominantly adopted a state-
centric approach, often relegating the rights and interests of individual users, including women,
to secondary status. This focus has become particularly problematic in the context of the
MENA region, where cybercrimes specifically targeting women have escalated (Halder and
Jaishankar 2011).

Women's rights activism in the Arab world has a rich and substantive historical lineage
that predates the advent of the mass Arab Spring protests of 2010. Women from middle- and
upper-class backgrounds have frequently been the leaders of these movements, strategically
utilizing emerging civil society platforms to coordinate various initiatives (Ottaway and
Hamzaw 2011). However, entrenched patriarchal norms in Arab societies continue to pose
significant systemic barriers to progressive feminist change, especially in the realm of
technology-enabled cyberviolence. This is evident in the way that cyberviolence against
women is often trivialized or dismissed and in the lack of effective legal and policy frameworks
to address it.

The latent potential of information and communication technologies (ICTs) to empower
women has been acknowledged at various high-level international forums, including the United
Nations (UN 2013; UNGA 2019). However, the MENA region faces unique challenges due to
localized cultural norms, entrenched patriarchal values, and prevailing legal constraints
(Malanga 2020; Bhat and Ahmad 2022).

The theoretical framework underpinning this study synthesizes multiple relevant
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theories, including gender-based, feminist, and emergent theories of online crime. This
multidisciplinary approach explores various manifestations and consequences of technology-
facilitated gender-based violence and investigates intersectional sources of persistent gender
inequality in the digital sphere.

Several Sustainable Development Goals (SDGs) within the United Nations 2030
Agenda directly address the pressing issue of violence against women and girls (VAWG),
including technology-enabled cyberviolence (UNGA 2019; UN 2015). However, substantial
data deficiencies remain, particularly concerning the prevalence of violence, access to ICTs,
and effectiveness of interventions, especially in the MENA region. These gaps present
challenges for evidence-based policy formulation and underscore the need for more
comprehensive data collection and analysis (UN 2015; UN ESCWA 2017).

This thesis seeks to fill a conspicuous gap in the existing literature by adopting a
feminist critical discourse analysis approach to examine social media hashtags related to
manifestations of cyberviolence against women in the MENA region for the years 2021-2023.
The principal objective is to construct a rigorous understanding of how cyberviolence targeting
women is discursively constructed, legitimized, and perpetuated within contemporary online
spaces. This research focus holds timely significance not only for comprehending the
prevailing legislative landscape but also for critically examining the on-ground efficacy of such
policies in upholding or undermining Arab women's fundamental human rights in the

increasingly influential digital sphere.
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1.4.RESEARCH QUESTIONS AND OBJECTIVES

The existing literature reveals a significant gap in our understanding of cyberviolence
policy and strategy in the Middle East and North Africa (MENA) region, particularly its
implications for women. Given the persistent violation of women's rights in cyberspace, it is
imperative to scrutinize how gender considerations are incorporated into MENA's
cyberviolence policies and strategies. This study aims to contribute to this underexplored area
by examining specific discourses surrounding women's rights in the context of cyberviolence
in the MENA region.

This thesis explores a series of interconnected questions aimed at illuminating the
complexities of cyberviolence against women in the Middle East and North Africa (MENA)
region.

1. How do social media platforms, within the framework of feminist critical discourse,
enable abusive behaviors like defamation, impersonation, and the sharing of private
images targeting Arab women in the Middle East and North Africa (MENA) region?

2. What are the various forms of cyberviolence specifically directed at women in the
MENA region?

3. What are the multifaceted impacts of cyberviolence on women in the MENA region,
encompassing legal, social, psychological, economic, and socio-cultural dimensions?

4. What are the underlying factors that perpetuate cyberviolence against women in the
MENA region, including patriarchal norms, legal gaps, and the absence of effective

reporting mechanisms?

Aligned with the aforementioned research questions, this thesis sets forth a series of
objectives designed to provide a comprehensive understanding of the issue of cyberviolence
against women in the MENA region. The first objective is to scrutinize the role of social media
affordances in facilitating abusive behaviors such as impersonation and the sharing of private
images that target Arab women. The second objective focuses on a critical analysis of the
legislative and policy frameworks that govern various forms of cyberviolence, specifically

targeting women. The third objective was to conduct a comprehensive assessment of the
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multidimensional impacts of cyberviolence on women, encompassing legal, social,
psychological, economic, and socio-cultural facets. The fourth objective seeks to identify the
underlying factors that perpetuate this form of violence, including patriarchal norms, legal
gaps, and the absence of effective reporting mechanisms. Finally, the fifth objective is to
advocate for the mainstreaming of gender considerations in cyber policies and promote
women's digital rights as a strategic approach to combating cyber violence.

By addressing these research questions and objectives, this study aimed to offer a
comprehensive understanding of the challenges and opportunities for combating cyberviolence
against women in the MENA region. The findings are expected to contribute to global
conversations on gender equality and women's rights in the digital age while also providing
actionable insights for policy formulation and intervention strategies. The contextual focus on
the MENA region addresses a key gap in the literature and has implications for policy reforms

and civil society actions on women's digital rights.

1.5.Literature Review

The literature review provides a comprehensive exploration of cyber violence against
women, with a particular focus on the MENA region. Based on foundational works like UN
Women (2017) and Freedom House (2016), the review identifies key areas of academic focus,
such as legal frameworks (FRA 2014; OHCHR 2018), cultural attitudes (Citron and Franks
2014), and enforcement challenges (UN 2000; CoE 2011). It also delves into the various forms
of online abuse, such as cyberbullying and hate speech, citing works like Sebti (2014) and
Alsawalga (2021). The complex relationship between women and media is explored,
highlighting both the perpetuation and challenge of gender stereotypes (Carter, Steiner, and
McLaughlin 2016; Arendt 1970).

The review underscores the need for a multifaceted approach to address the issue
effectively. It calls for nuanced, culturally sensitive research to fill existing gaps, particularly
in understanding the MENA-specific context. The role of digital activism in feminist
movements is discussed (Suwana 2020), as are the unique challenges and opportunities
presented by the MENA region (Radsch and Khamis 2013). Overall, the literature points to

significant gaps that necessitate more comprehensive and culturally sensitive research for
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effective intervention and policy development.

1.6.Research Methodology And Limitation

This research employs a qualitative design, leveraging a netnographic approach
augmented by feminist research methodologies to scrutinize the complexities of cyberviolence
against women in the MENA region. The data collection phase spanned a period of two months
and encompassed an extensive array of 231 keywords, 510 social media posts, and 8 news
media articles, available in both Arabic and English. The analytical framework of this study
synergistically integrates critical discourse analysis (CDA) and content analysis, aiming to
furnish a nuanced, multifaceted understanding of the collected data. Notably, the selection of
content was strategically based on the most prevalent hashtags pertinent to cyberviolence
against women within the MENA context.

Four case studies were meticulously chosen to encapsulate the diverse manifestations
of cyberviolence against women across various MENA countries, including Egypt, Lebanon,
and Yemen. These cases underwent rigorous examination, utilizing a dataset that comprised
510 social media posts and eight news media articles.

In adherence to the ethical guidelines set forth by Jaume I University, this study
concentrated on publicly accessible social media posts while ensuring the confidentiality of
participants through the application of anonymization techniques.

As a female researcher of Arab descent, I engaged in ongoing self-reflection and sought
external validation to uphold the objectivity and reliability of the research findings. My
intimate familiarity with the cultural and linguistic intricacies of the MENA region served as
both a potential source of bias and an analytical asset.

The study is subject to several limitations that merit explicit acknowledgment. Firstly,
the confined sample size and scope, limited to specific keywords and posts, may circumscribe
the comprehensiveness of the research findings. Secondly, the focus on the most popular
hashtags could potentially omit a broader spectrum of experiences and narratives related to
cyberviolence. A significant additional limitation lies in the potential underrepresentation of

female voices, attributable to societal stigmas, potential repercussions, and inadequate legal
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protections that deter women from speaking out against cyberviolence. Moreover, restrictions
on online platforms in certain MENA countries could further constrain the scope of data, as
these limitations may inhibit open discussions about cyberviolence against women. Lastly, the
exclusive reliance on publicly available information may introduce biases or incomplete data,
as some instances of cyberviolence may remain unreported or unshared due to the

aforementioned fears and restrictions.

1.7.Structure Of The Thesis

The structure of this thesis is organized into seven cohesive chapters, each serving a
distinct yet interconnected role in exploring the issue of cyber violence against women in the
MENA region. The first chapter, titled "General Introduction," serves as the cornerstone of this
academic endeavor. It lays the groundwork by delineating the motivation, context, research
questions, objectives, and scope of the study, thereby establishing the foundational
understanding that will guide the reader through the subsequent chapters.

Following the introduction, the second chapter is the "Literature Review," which acts
as the academic backdrop against which this research is conducted. This chapter offers a
comprehensive examination of the existing literature on cyberviolence against women,
exploring its various forms, impacts, and legal frameworks. It situates the study within a
broader academic discourse and accentuates the multidimensional nature of cyberviolence and
its profound psychological, social, and professional impact on victims.

The third chapter, "Theoretical Framework," is pivotal for establishing the lens through
which this research will be viewed. It elucidates the feminist theory and gender study
perspectives that inform the research, providing the conceptual tools that will be used to
analyze and interpret the findings. This chapter also facilitates linkage to critical discourse
analysis, thereby providing a theoretical basis for the subsequent empirical analysis.

The fourth chapter, "Methodology," outlines the qualitative critical discourse analysis
approach that will be used to empirically examine the research questions. It details the methods

and approaches for data collection, selection, preparation, and analysis while conscientiously
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addressing ethical considerations and potential limitations.

The fifth chapter, "Findings," is the heart of the thesis. It presents qualitative results,
employing critical discourse analysis to perform a rigorous textual analysis of selected cases
from the MENA region. This chapter is likely to be the most scrutinized and cited part of this
work.

The sixth chapter, "Discussion," synthesizes the findings and links them back to the
original research questions and the existing literature. It integrates empirical results with the
theoretical framework and extrapolates policy recommendations based on these findings. This
chapter adds depth to these findings by placing them in a broader academic and practical
context.

The seventh chapter, "General Conclusion," serves as the bookend to the introduction.
It summarizes the key points of the research, its limitations, and its contributions to the field.
It provides reflective commentary on the research procedure and offers a forward-looking

perspective by suggesting potential avenues for future research.
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2. CHAPTER TWO: LITERATURE REVIEW

2.1.Introduction

This chapter presents an extensive literature review of cyber violence against women,
aiming to build a comprehensive understanding of its implications. Various sources were
carefully scrutinized, including academic journal articles, reports, and books, to understand the
nuanced context of online and offline violence against women. This review also explores
research that has examined the role of Internet activism in promoting social change for women,
thereby illuminating the potential of the digital sphere to enhance awareness of these critical
issues. Furthermore, existing analytical frameworks relevant to the subject are assessed by
establishing a theoretical foundation for the current research. By presenting this synthesis of
past scholarship, the literature review positions the present study within a broader academic
discourse and pinpoints the specific gaps and opportunities that this investigation seeks to

address.

2.2.Understanding Cyber Violence With a Broader Global Context

In the Arab world, the escalating use of digital technology has led to an increase in
cyberbullying among women. New ways of targeting, harassing, and abusing women have
emerged as a result of the anonymity the Internet offers and the region's rapid technological
advancement (UN Women 2017). Power dynamics within patriarchal societies in the Middle
East and North Africa (MENA) often favor men, which may facilitate and perpetuate cyber
violence against women. Men may use online platforms to control women's lives, thereby
limiting their freedom of speech, movement, and privacy. The fear of retribution, stigma, or
further harm often discourages women from reporting cyberabuse or seeking assistance
(Freedom House 2016).

Amnesty International has detailed several forms in which women can be subjected to
violence and abuse on social media platforms, including threats of physical or sexual violence,

identity-based abuse, targeted harassment, privacy violations, and the nonconsensual
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dissemination of intimate images (Amnesty International 2018). Alongside these threats, the
concept of cyberbullying, typically associated with younger individuals, encompasses
behaviors such as cyberharassment and cyberstalking (Attrill-Smith, Fullwood, Keep, and
Kuss 2019). The term 'cyber violence' serves as an umbrella expression that refers to any act
executed with the intention of harming another person through the utilization of information
and communication technologies (Corcoran, McGuckin, and Prentice 2015, 253).

Moreover, swift technological innovations in the MENA region frequently outstrip the
development of legal frameworks and policy initiatives, potentially leaving gaps in the
protection of victims of female cyber abuse. The ever-changing digital landscape, with new
platforms, applications, and communication methods regularly emerging, renders existing legal
and legislative frameworks inadequate for addressing cyber violence against women (FRA
2014; OHCHR 2018). Cultural attitudes in the area that may normalize cyber violence,
frequently perpetuate victim-blaming, and obstruct the development and application of
efficient legal remedies further complicate this (Citron and Franks 2014).

Outside the MENA region, international efforts have been made to combat gender-
based violence, such as the United Nations' commitment to gender equality and human rights
(UN 2000), the European Council's Istanbul Convention (CoE 2011), and the Additional
Protocol to the Convention on Cybercrime (CoE 2017). Research and global statistics also
illustrate the widespread nature of violence against women as well as the rapidly evolving
challenges in detecting and combating cyber violence in the digital age (WHO 2021; EIGE
2017; Barak 2005; Heise 1998; Harway 1997; Suler 1999; Fonseca and Nieth 2021). These
efforts and statistics, while not specifically targeting the MENA region, highlight the global
context and underpin the unique challenges faced by Arab countries.

The Additional Protocol to the Convention on Cybercrime characterizes sexist hate
speech and explains how cyber violence can take new forms without its physical counterparts.
A significant concern in this context is the cross-border nature of cyber violence, which makes
legal enforcement challenging, especially with differing levels of commitment across countries
(Citron 2014; UNODC 2013, 2015).

The Istanbul Convention of the Council of Europe also recognizes various forms of
violence, including those applicable to cyber violence (CoE 2011). However, what sets the

Middle East and North Africa (MENA) region apart are the cultural norms, social attitudes,

27



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

and power dynamics that heavily influence women's experiences of cyber abuse. In several
Arab countries, conservative cultural values and traditional gender roles render women
susceptible to online harassment, and victim-blaming attitudes are prevalent (Al-Jaber 2016).

The international community, including the UN Human Rights Council, has expressed
concern over cyber violence and adopted online resolutions to promote human rights (UNHRC
2018). Despite these measures, the interconnections among health, criminal justice service
costs, economics, and information and communication technologies (ICTs) pose new
challenges, with technology both preventing and exacerbating violence against women
(OHCHR 2018, 2022).

Domestic, sexual, and cyber violence are the most prevalent forms of violence against
women in the Arab world (WHO 2013; Garcia-Moreno, Pallitto, Devries, Stockl, Watts and
Abrahams 2013). The Convention on the Rights of the Child and General Recommendation
19, along with other international frameworks such as CEDAW, provide a comprehensive legal
foundation for preventing violence against women in the context of cyber violence (UN
General Assembly 1979; UN 1993; CoE 2018).

Enforcement of these frameworks poses challenges that necessitate collaborative
efforts. While some countries outside the MENA region, such as the US, Canada, the United
Kingdom, and Australia, have enacted laws against cyber violence, it is noteworthy that
countries within the MENA region are also actively legislating against cybercrimes. The United
Arab Emirates, Saudi Arabia, Jordan, and Egypt have all enacted laws that address various
forms of cyber violence (Salem 2017; Tennessen 2016; Freedom House 2022; Talaat, El Dib,
El Sawy, Khodeir, Nour El Din, and Samy 2016).

These measures align with international human rights laws, mandating that nations
promote and protect their human rights. The responsibilities of online intermediaries such as
businesses and Internet service providers also play a critical role in combating cyber violence
against women (HRBDT 2017; Aziz 2017; Jergensen 2017,282; UNHRC 2011).

Major telecommunications companies and social networking sites, including Facebook,
Instagram, and Twitter, have begun to adopt specific policies to address online harassment
(Parsons 2019). However, understanding of and commitment to human rights standards vary,

and continuous efforts are needed to create an environment conducive to the effective
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application of international legal norms, especially in the MENA region.

In conclusion, although significant progress has been made in understanding and
recognizing cyber violence against women and girls, more knowledge and robust collaboration
are required to prevent cyber violence, particularly in the culturally complex landscape of
MENA. Legal developments within Arab countries, along with international frameworks and
corporate responsibilities, present an essential foundation for these efforts (UNHRC 2018):

Special Rapporteur on Violence Against Women, Ms. Dubravka Imonovi).

2.3.Forms of Cyber Violence on Women

Cyberviolence is an umbrella term encompassing various acts of online hostility
executed through electronic devices and platforms. These include cell phones, tablets, social
media, and other web-based platforms (Sebti 2014). Understanding this broad definition is vital
for recognizing the multiple layers of cyberviolence that may affect women and girls. The
pervasive nature of these tools makes cyber violence a complex and omnipresent issue that
transcends geographical and cultural barriers.

Cyberbullying, a specific form of cyberviolence, differs from traditional bullying
because of its unique attributes. It is marked by premeditated, recurring acts of aggression,
often emphasizing power imbalances (Garaigordobil and Martinez-Valderrey 2015). Distinct
features include the victims' inability to escape, the anonymous nature of the perpetrators, and
the speed of execution. The widespread accessibility of the Internet means that cyberbullying
can reach an enormous audience, thereby increasing victims’ mental distress.

Cyberviolence against women can manifest in multiple ways, including sex trafficking,
hate speech, identity theft, and stalking. The findings of a UN study showed that 73% of
women globally have encountered online harassment and have emphasized the issue's gravity
(UN-BC-DDWGBG 2015). A study on cyber violence in romantic relationships in Jordan
(Alsawalqa 2021) serves as an example of how the Arab region in particular is still under-
researched. The lack of knowledge and resources to respond to cyberattacks poses additional
ethical concerns.

Hate speech and cyberharassment are two significant aspects of cyberviolence. The

European Institute for Gender Equality (EIGE) and the Fundamental Rights Agency (FRA)
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have categorized various forms, such as sexually explicit emails, offensive advances, and
"revenge porn" (EIGE 2017; FRA, 2014). These categories shed light on the gendered nature
of online abuse and the blurred lines between what is perceived as accepted online sexuality
and what is deemed illegal (Attrill-Smith, Fullwood, Keep, and Kuss 2019).

Given the focus of this thesis, delving into the nuances of identity, audience, and context
is of paramount importance. It is essential to recognize who participates, comments, shows
interest, or expresses agreement or disagreement in online interactions. A pertinent line of
inquiry is how the structure of social media as communication channels affects these factors.
The manner in which social media platforms are structured may amplify or mitigate
cyberviolence, thus affecting how it manifests and becomes a target. This insight into the
dynamics of online interaction further enriches our understanding of cyberviolence,
highlighting the need for a multifaceted approach that considers technological design, user
behavior, and societal norms. It also emphasizes the importance of creating a safe online
environment for women and girls, taking into account the complex interplay of these factors.

A literature review of cyberviolence against women revealed a complex and
multidimensional problem. This underscores the necessity for a nuanced understanding and a
comprehensive, culturally sensitive approach to address this issue. Although significant strides
have been made in categorizing and understanding cyberviolence, gaps in region-specific
research and the continually evolving nature of digital platforms require ongoing research,

policy development, and intervention.

2.4.Women and Media

The relationship between women and the media is multifaceted,
encompassing portrayals of gender, symbolism, and violence. Since the 1990s, there has been
a mounting focus on violence against women, reflecting a growing global and national concern
regarding historical gender injustices (Carter, Steiner, and McLaughlin 2016). Integrating this
issue into mainstream narratives, however, is fraught with difficulties due to sociocultural
barriers such as toxic masculinity and patriarchal control.

Mainstream media's portrayal of male identity is often articulated through themes of

violence, power, and control (Carter, Steiner, and McLaughlin 2016). Cuklanz (2013)
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highlighted the disconnect between media discourses on sexuality and the shifting legal
landscape, normalizing sexual violence within media products. This assessment underscores
the media's role in reinforcing gender stereotypes, revealing an entrenched sexism that hinders
progress toward gender equality (Cuklanz 2013).

Barlow (2020) identified three overlapping stereotypes associated with women
experiencing gender-based violence: "madness," "badness," and "sadness. These stereotypes
unfavorably present women compared with men, complicating their unraveling. By analyzing
these portrayals, the current study seeks to deepen our understanding of media-driven
perceptions of women and violence (Barlow 2020).

In patriarchal cultures, debates on violence against women have highlighted the
importance of challenging power and dominance. Arendt (1970) asserted that violence is the
most blatant manifestation of power, while Dijk (1986) emphasized the role of discourse in the
reproduction of violence and power. These insights drive a deeper examination of the media's
portrayal of women and how it either facilitates or challenges the existing power structures.

To further explore women's portrayals in media, we delve into the identity functions
within social media, including presentation strategies, theoretical implications, audience
engagement, and the unique social platform environment. Giddens' work on identity in late
modernity (1991) offers a framework to examine these facets as social media platforms emerge
as highly mediated environments, reflecting broader shifts such as life planning and changes
in relationships.

In the realm of gender dynamics and portrayals of women in the media, Anthony
Giddens' insights into late modernity are particularly relevant. Giddens (1991) explored the
impact of late modernity on self-perception, encompassing strategic life planning, relationship
changes, and spatial proximity. These concepts resonate with our study's focus on women's
representation on social media.

Social media platforms provide a complex and heavily mediated environment that
influences gender identities. They offer access to various mediating contexts and interactions
and play a vital role in forming and perpetuating gender stereotypes, including those related to
violence against women. This exploration illuminates how modern platforms have contributed
to women's portrayals and perceptions.

The inclusion of Giddens’ perspective enriches our study with a theoretical foundation,

31



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

enabling a nuanced examination of the intersections between identity, gender, and digital
media. By combining modernity, self-identity, and the virtual realm, we can more effectively
analyze the multifaceted ways women are portrayed and understood in today's digitally
connected world.

The literature reviewed emphasizes the complexities of women's relationships with the
media, interwoven with issues of gender portrayals, violence, stereotypes, and power
dynamics. This reveals the potential of the media to challenge patriarchal norms and its
propensity to reinforce harmful stereotypes. The strengths of these studies lie in their analytical
depth and interdisciplinary approaches. However, there remains a need for more nuanced
research that addresses regional variations and the rapidly evolving digital platform landscape.
By critically evaluating and synthesizing these diverse perspectives, this section builds a
foundation for an inclusive and culturally sensitive approach to the complex problem of

women's representation in media.

2.4.1. Social Media Networking Sites: Exploitation and Violence
Against Women

Originally designed for communication and networking, online platforms have been
exploited to create hostile environments in which violence is used to shame, threaten,
humiliate, degrade, and silence women. This malevolence particularly targets women engaging
in feminist discourse, those occupying public roles, those challenging societal norms, and those
advocating gender equality (Martinez-Pecino and Durdn 2019; Amnesty International 2018).

The insidious integration of violence against women into online spheres, such as
entertainment and fashion, has further revealed the darker aspects of SNS (Abulibdeh, Skaik,
Abu Libdeh, and Abusini 2022). The increase in online harassment and violence against
women has led to a notable increase in charges under the Communications Act, symbolizing a
broader threat to women's rights in online spaces.

Deep-rooted misogyny and the lack of effective online safety mechanisms are
particularly evident in regions that adhere to traditional norms, such as the Middle East and
North Africa (MENA) (Hussein 2022). Resistance to women's self-expression in these societies

can lead to tragic consequences, ranging from legal penalties to domestic violence and even

32



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

death (BBC News 2022b; Freedom House 2021).

On a different note, SNS have also evolved into potent marketing tools (Abulibdeh,
Skaik, Abu Libdeh, and Abusini 2022), marking a positive shift in the business landscape.
However, the potential pitfalls of SNS usage, including political unrest and societal division,
remain concerning (Alsarayra 2022).

The literature presents a complex picture of the dual nature of SNS. While offering
opportunities for global communication, marketing, and social interaction, SNS have also
become conduits for violence, manipulation, and societal resistance toward women's
empowerment. This review highlights the urgency of addressing these darker aspects of SNS,
understanding broader societal changes, and identifying the strengths and weaknesses of
current research. It is essential to foster a balanced approach that recognizes both the positive

potential and inherent risks of these platforms in contemporary life.

2.4.2. Media Discourse Analysis

The migration of information through social media platforms within MENA and Arab
countries incurs modifications due to divergent intermediator perspectives, ideological
motives, or misunderstandings. This phenomenon is not just an artifact but a reflection of
complex sociocultural dynamics. By employing critical discourse analysis methods (Dijk 1988,
179), this study seeks to navigate these alterations in a regional context. It aims to explore how
news shapes public perception by habituating readers to specific "interpretation frameworks
(Dijk 1988, 182), underscoring the importance of examining news media in the MENA and
Arab regions.

Media discourse analysis is underpinned by the conventions that dictate the structure
and content of narratives. In the context of MENA and Arab countries, this is vital, as news
articles employ a formulaic approach that encapsulates novel, proximate, and value-
conforming events, especially in reporting violent crimes (Dijk 1988, 178—121). This method
of reporting resonates with societal norms and values within the region, reflecting the tradeable
commodity nature of news (Dijk 1988, 179), and offers a tool to examine the influence of media
and its alignment with cultural norms.

Focusing on MENA and Arab countries, Grewal's examination of violence against
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women and its classification as "honor killing" offers an insightful lens. The term "honor" often
assumes hegemonic meanings, obscuring other aspects of violence (Grewal 2013, 2). The
media's role in propagating this concept illustrates how media narratives reinforce and
challenge the prevailing attitudes in the region.

While this review focuses on MENA and Arab countries, similar patterns of media
discourse and the categorization of violent acts can be observed globally. This global
perspective contrasts with the unique aspects found within the context of the MENA and Arab
countries, providing additional insight.

The literature review elucidates key methodologies and findings related to media
discourse in MENA and Arab countries. It emphasizes the vital role of the media in shaping
public perception and the importance of media discourse analysis as a tool for understanding
these dynamics. By critically evaluating the available literature, this section recognizes the
media's significant impact on societal attitudes and sets the stage for contextually grounded and
culturally sensitive analyses. This focus ensures that the research meaningfully contributes to

a broader understanding of the media's role in MENA and Arab countries.

2.4.3. Studies on Gender and Sexual Violence and Digital Media

A growing body of research has emerged focusing on gender and sexual-based violence
(GBV) within the context of digital media. These studies intersect with journalism, linguistics,
criminal justice, and gender studies, each offering unique perspectives on media portrayals of
sexual assault and its societal ramifications.

From a journalistic perspective, Benedict (1993) described the continuum of sex crime
reporting. She observed that accounts often adhere to rigid narrative patterns, where female
victims are frequently described in terms of their relationships with men (Benedict 1993, 21).
This pattern illustrates a broader trend in media that reinforces gender stereotypes and
highlights the need for a more nuanced and critical approach.

In a quantitative lexical analysis of news media articles, O'Hara (2012) examined rape
myths and found that many stories reinforced these harmful stereotypes (O'Hara 2012, 256).
Further supporting this, Franiuk, Seefelt, Cepress, and Vandell (2008) demonstrated that

exposure to articles endorsing rape myths could significantly influence readers' perceptions of

34



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

and sympathy for defendants in sexual assault cases. These studies illuminate the persuasive
role of the media in shaping public opinions about sexual violence, emphasizing the media's
responsibility to challenge rather than perpetuate stereotypes (Franiuk, Seefelt, Cepress, and
Vandell 2008).

Shelby and Hatch (2014) analyzed media representations of sexual offenders and
victims, particularly in the context of legislative debates around the Megan's Act. They
emphasized two central themes: the significance of the victim's age and gender and the
"discourse of sexual psychology (Shelby and Hatch 2014, 407). Their work reveals how media
narratives influence the legal discourse surrounding sexual abuse. The specific focus on age
and gender in their research reflects the societal biases that can impact the legal system's
handling of such cases.

In sum, studies on GBV in digital media underline the pivotal role of media in shaping
societal perceptions and legal proceedings surrounding sexual assaults. While these studies
provide valuable insights into the portrayal of gender and sexual violence, they also raise
questions about media accountability for perpetuating myths and stereotypes. The literature
calls for a more critical and nuanced approach to reporting sensitive subjects.

However, the focus on traditional media narratives might overlook emerging trends in
digital media and the unique challenges that they present. Further research in this area could
benefit from expanding the scope to include social media platforms and other online spaces
where GBV narratives may be constructed differently. This would enable a more
comprehensive understanding of how digital media specifically contributes to or challenges

prevailing attitudes towards GBV.

2.5. Unraveling the Web of Cyber Violence Against Women: A
Comprehensive Review

Cyberviolence against women (CVAW) represents a disturbing expansion of violence
in the digital world with deeply rooted societal and cultural contexts (Salter 2013; Shearson
2014). This comprehensive review focuses on understanding the complexities of CVAW, the

role of technology, societal attitudes, and the importance of multifaceted strategies to counter
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this pressing issue.

In 1992, the Convention on the Elimination of All Forms of Discrimination Against
Women (CEDAW) recognized violence against women and girls (VAWG) as discrimination,
laying the legal foundation for addressing it (UN 1992). However, this conventional legal
framework may fail to address specific aspects of cyber violence (AlNasrawi 2021; Alsawalqa
2021).

Cultural norms, including patriarchal societies' attitudes, significantly impact the
incidence of CVAW (Anderson, Simpson-Taylor, and Herrmann 2004; Murnen, Wright, and
Kaluzny 2002). Cultural practices that commodify women contribute to online misogyny and
discrimination, affecting victims' ability to respond effectively (Nayak, Byrne, Martin, and
Abraham 2003) and authorities' willingness to take legal action (Stewart and Maddren 1997).

Technology's omnipresence has been a pivotal force in socioeconomic growth (EIGE,
2017). The Internet, social networks, and other contemporary modes of communication are
integral to personal connections but may have deleterious effects (Spitzberg and Hoobler 2002;
Tokunaga 2011). International bodies such as the United Nations recognize this dual nature
(UN 1992), emphasizing responsible usage and addressing negative impacts (Nejadat 2014).

Women from economically disadvantaged backgrounds face increased vulnerability to
CVAW due to limited access to technology (Dimond, Fiesler, and Bruckman 2011).
Aggressive behavior, objectification, and patriarchal values contribute to susceptibility
(Shearson 2014). Traditional gender norms may influence women's perceptions and
interpretations of violence, which may cause them to underreport or underestimate their
experiences (Margolis 1998; Harris, Firestone, and Vega 2005; Lievore 2003).

CVAW has multifaceted impacts, including anxiety, depression, Depression, and
Traumatic Stress Disorder (PTSD) (Reed, Tolman, Safyer 2015), physical dangers (Barak
2005), and societal disruptions (Young 2019; UN Women 2021). Studies have highlighted the
relationships between emotional intelligence, cyberbullying victimization, self-esteem, and
suicidal ideation (Yadav and Yadav 2018; Martinez-Monteagudo, Carmen, Delgado, Inglés
and Garcia-Ferndndez 2019). Regional trends and platforms' facilitation of CVAW in various
regions further illustrate the broad reach of this issue (Backe, Lilleston, and McCleary-Sills
2018; EIGE, 2017; Maundu 2020).

CVAW complexity involves various behavioral, social, cognitive, and physical effects
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(Dredge, Gleeson, and Garcia 2014; West 2014). Research indicates variations in attitudes
towards violence based on socioeconomic status (ANOP Research Services 1995; Markowitz
2003), labor market participation, and other intersecting factors. Despite global efforts, CVAW
remains a complex public health and human rights issue (CoE 2018; West 2014).
Implementing legislative and regulatory measures, along with educational and
awareness efforts, can foster a more equal digital environment (AlNasrawi 2021; Alsawalqa
2021). Family- and school-based interventions, social organizations, and holistic approaches
are essential for the responsible usage of technology (Barakat 2009) and societal well-being.
This comprehensive review reveals that CVAW is a global phenomenon affecting
various aspects of women's lives. Although some strides have been made, substantial
challenges remain (Holdren 2020; FRA 2014; WHO 2013; UN ESCWA 2017; Bouhlila 2019).
Collaboration between governments, organizations, and individuals is imperative for creating
robust intervention measures and policies (Backe, Lilleston, and McCleary-Sills 2018).
Continued research is essential to uncovering the true prevalence and nature of CVAW,
particularly in areas with sporadic or non-systematic data collection (Khélifa 2012; UN Women

2021).

2.6. Comprehensive Exploration of Cyber Violence Against Women:
Perpetrators to Victims

Understanding the dynamics of cyber harassment requires a comprehensive
examination of the parties involved, namely cyberstalkers, victims, and their ensuing effects.
This complex issue encompasses the psychological profiles of perpetrators, victims’
experiences, and societal responses to online crimes. Initial research efforts, such as those of
Spitzberg and Cupach (2003), aimed to classify harassers based on their common traits, such
as erotomania. Although insightful, these classifications might oversimplify a multifaceted
phenomenon (Spitzberg and Cupach 2003).

Studies on cyberharassment have focused on identifying and classifying perpetrators’
motives and characteristics. Attempts to profile cyberstalkers, such as Deirmenjian (1999),
have faced criticism owing to the lack of empirical evidence (Deirmenjian 1999). However,

these conclusions have led to inaccuracies. The strength of the existing literature lies in its
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endeavor to comprehend the nuances of cyber harassment through categorization and
psychological profiling. However, limitations arise from potential oversimplification and a lack
of empirical evidence.

In sum, understanding cyber harassment requires a multifaceted approach that
acknowledges the characteristics of both perpetrators and victims as well as their profound
impacts on those involved. Although substantial strides have been made, gaps in the empirical
research and the risk of oversimplification emphasize the need for further investigation.
Continued exploration is vital for developing comprehensive interventions and ensuring that
legal responses to cyberharassment are grounded in a nuanced understanding of this complex
issue.

Stalking is an issue with far-reaching psychological consequences for victims.
Descriptions such as "emotional rape" and "psychological terrorism" (Mullen, Pathé, and
Purcell 2000) underscore the severity of these effects. Studies have explored various
populations and revealed consistent patterns of distress. Research conducted by Ashmore,
Jones, Jackson, and Smoyak (2006), Blaauw, Winkel, Arensman, Sheridan, and Freeve (2002),
Budd, Mattinson, and Myhill (2000), and Nicastro, Cousins and Spitzberg (2000) paints a
harrowing picture of increased fear, anxiety, decreased happiness, and avoidance behavior,
among other symptoms.

Furthermore, the work of Mullen, Pathé¢, and Purcell (2000) accentuates the social and
lifestyle changes that stalking can induce. Victims may change their usual activities, suffer
from chronic sleep disturbances, experience aggressive thoughts towards the perpetrator, and
even consider or attempt suicide. The literature on stalking reveals a complex tapestry of
emotional, psychological, and physical distress that affects different aspects of a victim's life.

Efforts to understand and address stalking must consider this multifaceted picture of
consequences. The data presented in these studies provide a compelling case for continued
research, robust legal measures, and supportive interventions to help those victimized by
stalking. This is not merely a matter of legal redress; it is a pressing mental health concern that
requires comprehensive attention and care. The broad age range and diversity of the study

population reinforce the universality of these effects, emphasizing the importance of a nuanced

38



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

and empathetic approach to both cyberharassment and stalking.
2.7.Comparing Findings with Existing Literature

Digital activism, characterized by the use of digital media to engage in social change,
has emerged as a significant phenomenon in the current age (Suwana 2020). The digital sphere
enables activist groups to engage the public, amplify the power of social movements, facilitate
change, and organize campaigns (Denning 2001; Ricketts 2012). There is an innovative trend
in using social media platforms to disseminate feminist ideas, develop new paradigms of
sexism, reach diverse demographics, and foster protest tactics (Baer 2016; Clark-Parsons 2021;
Rentschler and Thrift 2015). However, the strength of this movement lies in its intention to
advance various agendas, and its limitations include the potential superficiality of online
activism.

Radsch and Khamis's exploration of young Arab women's online engagement during
the Arab Spring reveals empowerment through the public articulation of their identities
(Radsch and Khamis 2013). They highlighted how women redrew the boundaries between the
public and private spheres and online and offline activism. Complementing this, Newsom and
Lengel argued that Arab women use Internet activism to go beyond mainstream perceptions of
feminism, stimulate discourse, and expedite change (Newsom and Lengel 2012). These studies
illustrate the strength of the digital platform for women's liberation but also emphasize the need
for caution against potential tokenism or marginalization within broader movements.

The use of hashtags in research has been instrumental in challenging traditional
narratives and creating awareness. Thorsen and Sreedharan's study on #EndMaleGuardianship
in Saudi Arabia highlighted the campaign's role in stimulating critical societal discussions
(Thorsen and Sreedharan 2019). Similarly, Pennington’s use of "#MuslimWomensDay"
emphasizes the power of hashtags in countering prejudice (Pennington 2018). Studies like
those of Storer and Rodriguez demonstrate the importance of social media campaigns in
promoting awareness of gender-based violence (Storer and Rodriguez 2020). These examples
underscore the potential for hashtags to illuminate critical issues but may also prompt questions
about the longevity and depth of such online campaigns.

Explorations of the intersection of online activism and honor murder shed light on the
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media's role in shaping perspectives and enhancing understanding (Mahadeen 2017; Gill and
Brah 2014; Grewal, 2013). However, these studies have also revealed the challenges of victim-
blaming and sympathetic portrayals of perpetrators in various media (Mahadeen 2017; Halim
and Meyers 2010). The complex portrayal of violence, often linked to cultural and religious

backgrounds, warrants a nuanced understanding that goes beyond mere stereotyping (Shier and

Shor 2016).

2.8.Digital Activism and Cyber Violence Against Women: Insights in the
Middle East and North Africa Region

The advent of digital activism heralded a new era in feminist movements, providing
platforms to engage the public, fostering new paradigms of sexism and gender discourse, and
facilitating political, social, and economic changes. Scholars such as Suwana (2020), Denning
(2001), and Ricketts (2012) have highlighted how these online platforms amplify activists’
power and foster innovative protest tactics (Baer 2016; Clark-Parsons 2021). However, there
is more to it than simply expanding its scope. Thorsen and Sreedharan (2019) revealed the
ability to  heighten critical societal discussions, as observed in the
#EndMaleGuardianship Movement in Saudi Arabia.

Furthermore, Storer and Rodriguez (2020) demonstrated how social media campaigns,
such as #WhylStayed, play a pivotal role in promoting awareness of gender-based violence
(Storer and Rodriguez 2020). However, the literature has failed to reach a consensus on the
effectiveness of online activism, and the feminist undertone in some studies may overshadow
broader dynamics such as intersectionality and male subordination. More research is needed to
understand how women's lives are constructed on social media without exclusion from the
general population (Kronsell 2005).

The Arab Spring offers a compelling case study of women's empowerment through
online activism. Radsch and Khamis (2013) shed light on young Arab women's creative use of
online platforms, effectively redrawing societal boundaries and engaging in
empowerment. Similarly, Newsom and Lengel (2012) focused on Arab women's Internet

activism during the popular uprisings in Egypt and Tunisia. They emphasized the importance
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of finding spaces to vocalize women's experiences beyond patriarchal structures. However,
some limitations exist, particularly the scarcity of long-term studies investigating the aftermath
of online abuse and the lack of focus on the cultural aspects that influence attitudes towards
women. This underscores the need for comprehensive and culturally sensitive research to fill
in these gaps and develop effective interventions.

Cyberviolence against women in the MENA region is a concerning yet understudied
issue. Research has revealed several limitations and gaps, including the lack of robust empirical
studies that specifically address the problem in this region (CoE 2018). This dearth of studies
potentially hinders understanding and limits the development of preventative measures.
Studies such as those by Malanga (2020) and Alsawalqa (2021) have explored women's coping
strategies, but the long-term implications of such encounters remain largely unexplored.
Furthermore, the lack of focus on intersectionality - how multiple forms of oppression intersect
with gender-based violence online - is a significant oversight. Cultural variables, family roles,
and local strategies for combating cyber violence against women are often neglected, which
hinders the creation of regionally relevant solutions.

The relatively new phenomenon of cyber-violence against women presents
considerable challenges in terms of definition and measurement (Cybersafe 2020). Although
various studies have assessed prevalence and type, such as Malanga (2020) and Bhat and
Ahmad (2022), there are no standardized and universally accepted measurement standards.
Despite the emergence of some methodologies (Menesini and Nocentini 2009), the complexity
and interconnectedness of cyber-violence incidents still require more refined approaches. The
broad and multifaceted nature of violence emphasizes the need for concerted efforts to arrive
at an effective definition and measurement.

The existing literature on digital activism, feminism, and cyber violence against
women, particularly in the MENA region, has provided valuable insights but has also revealed
substantial gaps. It is important to do more thorough, culturally sensitive, and intersectional
research to figure out how online feminism interacts with other parts of society. This will help
define and measure cyber violence, which is a big problem. Such efforts will contribute to a
more robust understanding and inform the development of effective strategies to combat cyber

violence against women, reflecting their diverse experiences and complex realities.
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2.9.Conclusion

In conclusion, this literature review chapter has offered a synthesis of current
knowledge on cyberviolence against women, focusing especially on dynamics within the
MENA region. It has elucidated the diverse forms that technology-facilitated violence can take,
spanning harassment, stalking, image-based abuse, and more. The physical, psychological,
social, and economic toll of cyberviolence was also discussed. Furthermore, social media’s
dual capacity to either foster activism or enable new vectors of abuse was highlighted.

While substantial insights exist, gaps remain regarding the nuanced interplay of
sociocultural factors, digital affordances, and gendered violence within the MENA context.
More intersectional, culturally embedded perspectives are needed. This review has identified
feminist critical discourse analysis as a potential lens for examining cyberviolence discourse.
Moving forward, robust, regionally focused studies can pave the way for informed
interventions, advocacy, and policy reforms to address cyberviolence in a multifaceted manner.
This literature review has laid the groundwork to build on current knowledge and contribute

insights to combat the pressing issue of technology-enabled violence against women.
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3. CHAPTER THREE: THEORETICAL FRAMEWORK

3.1.Introduction

This chapter presents the theoretical framework that supports this research project by
drawing on feminist theories. Feminist theory and gender studies are instrumental in studying
gender dynamics by focusing on women's experiences and roles in various social contexts.
These theories comprehensively understand gendered experiences and challenge traditional

gender-role assumptions.

3.2.Feminist Theory

The germination of feminist thought can be traced back to the French Revolution of
1789 when the inception of gender politics was characterized by rejecting women's rights
within the Declaration of the Rights of Man and Citizens. This significant event sparked
resentment among women, leading to Mary Wollstonecraft's counter-argument for female
rights in her seminal work "The Vindication of Women's Rights" in 1792. Contemporary
feminism generally agreed to germinate from Wollstonecraft's discourses (Osborne 2001).

Feminism, as seen through the lens of the modern era, is typically compartmentalized
into distinct waves. The first wave, from 1848 to the late 1920s, focused on attaining political
equality through the women's movement. The second wave, which emerged between the 1960s
and 1980s and was characterized by a backdrop of international conflicts, financial crises, and
significant cultural shifts, succeeded this wave (Osborne 2001; McClish and Bacon 2002). The
third wave of feminism marked a departure from its predecessors by including women
previously marginalized on the grounds of sexual orientation, race, or social class. This wave
concurrently highlighted key issues such as sexual harassment, body image, and the
underrepresentation of women in politics, underscoring the freedom of women to dress
(Osborne 2001). Discourse on sexual harassment continued into the fourth wave of feminism,
which began in 2012. This recent wave focused on rape culture, sexual assault, and harassment

and featured several high-profile cases (Mohajan 2022). The novel use of social media as a
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platform for change distinguishes the fourth wave from its predecessors (Munro 2013).

Feminist criminology, an offshoot of feminist theory, encompasses the study of crimes
committed by women and girls and their victimization (Carrington 2014). Kantola identified
four main trajectories in feminist research: understanding power as a resource accessible to
both genders; identifying coercive powers associated with patriarchy; understanding power as
a stabilizing structure; and adopting Michel Foucault's analysis of power, particularly in
understanding structural gendered power differentials (Kantola 2010).

Chesney-Lind's approach to crime and gender posits feminist epistemology by
considering the differences between boys and men, girls and men, and the differential power
relations between these genders. This stance also challenges the enduring belief that femininity
is nonviolent, unlike masculinity, which is seen as inherently violent (Chesney-Lind 2020).
Reinharz and Davidman (1992) emphasized that feminist research should be perceived as a
standpoint, as it does not follow a monolithic theoretical or methodological framework
(Westmarland and Bow 2018). The feminist lens has also scrutinized masculinity, particularly
certain masculine behaviors perceived as dangerous to both men and women. This so called
toxic masculinity, characterized by competition, aggression, strength, risk-taking, and
ambition, has been linked to societal maladies (Williams 2017; Collins 1986).

Feminist discourse has been criticized for overlooking female offenders who willingly
participate in violent crimes. These offenders are often dismissed as constructs of the media or
victims of laws that amplify girls' aggressive behaviors (Allen 1998). Feminist criminology,
which focuses on critical analysis of societal gender issues, offers an insightful perspective for
understanding women’s engagement in violent crimes (Burgess Proctor 2006; Carrington
2013, 2014; Chesney-Lind 2020; Sabon 2018). Feminist criminology has predominantly
overlooked female violence, engendering a noticeable bias within the discourse (Carrington
2013; Carlen and Franca 2017). By examining women’s responses to cyber violence, Sarkar
and Rajan (2023) unpacked and focused on this bias. Notably, the feminist theory of female
violence has been developed to probe the complex interplay of cultural, social, behavioral, and
legal responses that contribute to the rise of teenage female violence (Carrington 2013).
Maulana (2010) provided a theoretical underpinning by synthesizing feminist perspectives,
Bourdieu's habitus theory, and the concept of symbolic violence (Maulana 2010). This

approach has led to the recognition that patriarchal habits have evolved into a social structure
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that bolsters gender bias and stereotypical behavior, significantly contributing to online sexism.

To explore the nexus between gender and criminal perceptions, feminist methodologies
have employed intersectional theoretical frameworks (Burgess Proctor 2006). This approach
allows for a nuanced understanding of women's experiences of violence, whether they are
victims or perpetrators. Extending feminist criminology to digital spaces is imperative in this
technologically interconnected era. Research shows that cyber violence is becoming an
increasingly significant issue for women, with gendered online harassment, stalking, and non-
consensual pornography representing new challenges (Salter 2013; 2018). Meanwhile, feminist
criminologists have also examined how criminal justice systems treat women and explored the
impact of gender biases and systemic inequities on women's experiences within these systems
(Chesney-Lind, Rodrigues, Chesney-Lind, and Pasko 2004).

In conclusion, feminist criminology offers a unique and critical perspective on crime,
justice, and society. Its focus on gender and intersectionality provides tools to critically analyze
and challenge traditional assumptions about crime and violence. This leads to a more nuanced
and comprehensive understanding of crime and more effective and equitable strategies for

prevention, intervention, and justice.
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4. CHAPTER FOUR: RESEARCH METHODOLOGY

4.1.Introduction

This chapter elucidates the robust research methodology employed to investigate the
intricate phenomenon of cyberviolence against women in the MENA region. Designed to
provide comprehensive insights into the dynamics of online communities and virtual
interactions surrounding this critical issue, the chapter delves into the research approach, data
collection methods, data preparation techniques, ethical considerations, and the case study
strategy adopted to address the research objectives. This meticulous and systematic approach
ensured the validity, reliability, and richness of the study's findings, underscoring its

methodological rigor.

4.2.Research Questions

This thesis is grounded in a feminist theoretical framework and employs a qualitative
netnographic approach, incorporating both feminist critical discourse analysis and content
analysis. In alignment with this methodological orientation, the study seeks to answer the
following interconnected research questions:

How do social media platforms, within the framework of feminist critical discourse,
enable abusive behaviors like defamation, impersonation, and the unauthorized sharing of
private images targeting Arab women in the MENA region? This question is designed to
critically examine the affordances of social media platforms that facilitate gender-based
violence, particularly through the lens of feminist theory. It aims to explore how language and
discourse perpetuate patriarchal norms and power imbalances.

What are the various forms of cyberviolence specifically directed at women in the
MENA region? This question intends to categorize and elucidate the diverse types of
technology-enabled abuse that women in the region encounter, from harassment to privacy
violations. Understanding the different manifestations of violence is crucial for grasping its full
scope.

What are the multifaceted impacts of cyberviolence on women in the MENA region,
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encompassing legal, social, psychological, economic, and socio-cultural dimensions? This
question aims to assess the complex and intersectional impacts of cyberviolence on women,
spanning various facets of their lives, including mental health, social standing, and economic
participation.

What are the underlying factors that perpetuate cyberviolence against women in the
MENA region? This question seeks to identify and analyze the root causes that sustain
technology-facilitated gender-based violence, such as sociocultural norms, legal loopholes, and

the architecture of social media platforms.
Aligned with the aforementioned research questions, this thesis articulates a series of

objectives designed to offer a comprehensive understanding of cyberviolence against women
in the MENA region: To critically examine the role of social media architectural affordances
and features in enabling abusive behaviors such as defamation, impersonation, and non-
consensual sharing of private images targeting Arab women. This objective directly
corresponds to the first research question, focusing on the mechanisms through which
platforms facilitate gender-based violence to categorize and analyze the myriad forms of
technology-enabled violence specifically directed at women across MENA countries, ranging
from harassment to privacy violations. This objective aligns with the second research question,
aiming to provide a comprehensive taxonomy of the various manifestations of cyberviolence
in the region and conduct an intersectional assessment of cyberviolence's multifaceted impacts
on women across legal, social, psychological, economic, and socio-cultural dimensions. This
objective is intrinsically linked to the third research question, which focuses on the wide-
ranging repercussions of cyberviolence on women's lives, to identify and unpack the
underlying sociocultural, legal, and technological factors that enable and perpetuate endemic
technology-facilitated violence against women in the MENA region. This objective is tailored
to address the fourth research question, aiming to uncover the root causes that sustain
cyberviolence and to inform and advocate for policy and legislative reforms, civil society
mobilization, and technological interventions focused on upholding Arab women's digital
rights and safety across the MENA countries. This objective emanates from the study's applied

significance and serves as an extension of the research questions, aiming to translate academic
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insights into actionable policy recommendations.

4.3.Research Design and Data Collection

The qualitative nature of this study underscores its intention to unravel the intricate
dimensions of cyberviolence against women comprehensively. This study looks at the
complicated relationship between language forms, cultural norms, and communication
conventions, and how they are tied to values, perspectives, beliefs, and sociopolitical contexts
(Mayring, 2004). It puts understanding textual structures ahead of immediate findings.
Embarking on a netnographic approach infused with feminist research methodologies, this
study meticulously traverses the terrain of women's encounters with cyber abuse in the MENA
region. This approach seamlessly aligns with the theoretical underpinnings of feminist
perspective theory, providing a robust foundation for in-depth exploration of the subject matter
(Harding 2004; Hartsock 2019).

The data collection process unfolded between May 2023 and June 2023, encompassing a
dedicated 50 hours commitment. Immersion within digital communities has enabled the
observation and aggregation of written text, posts, and comments from diverse online
platforms. This holistic strategy aimed to encapsulate the essence of the online discourse
surrounding cyberviolence against women.

The initiation of data collection involved compiling an extensive list of 231 keywords
pertinent to cyberviolence against women in both Arabic and English. Subsequent analyses
distilled this list and revealed a refined set of nine pivotal keywords. These keywords served
as cornerstones for qualitative content analysis, where they were systematically categorized
into six thematic groups aligned with the anticipated topics derived from textual materials.
These thematic categories subsequently formed the foundation of the case-study selection
process.

The analytical approach incorporates two distinct methods: critical discourse analysis
(CDA) and content analysis. The intertwining of these methods at various stages of the analysis
ensured a multifaceted understanding of the data. Data collection from hashtags circulating
among social media users, particularly those linked to narratives of women from the MENA

region, laid the groundwork for this analysis. The translation of texts into English has
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facilitated a broader and more inclusive scope (Bell 2000, 5; Tannen 1993, 35).

The analytical process began by summarizing headlines and introductory paragraphs,
followed by a meticulous examination of narratives (Phillips, Sewell, and Jaynes 2008;
Blommaert and Bulcaen 2000). The findings were then contextualized with existing research,
focusing on pivotal elements such as crime, its underlying causes, character portrayals, and
contextual nuances (Fairclough 2013; Van Dijk 1993, 254; Wodak 2015).

This harmonized application of CDA and content analysis culminated in a robust
analytical framework adept at unraveling the intricate layers of gendered discourses within the
digital realm (Fairclough and Wodak 1997, 258; Fairclough 2014, 84; Rogers, Malancharuvil-
Berkes, Mosley, Hui, and Joseph 2005; Mullet 2018, 118). The unique MENA-centric lens
(Pafford and Matusitz, 2017; Cavanagh, 1997; Weber, 1990, p. 9; Krippendorft, 1969, p. 103;
Shor and Seidl, 2019; Vannier, Currie, and O'Sullivan, 2014; Shor and Seidl, 2019) adds to our
understanding of gender dynamics, power structures, and discursive mechanisms in the digital

age.

4.4.Case Study, Data Selection and Engagement

Drawing on an extensive list of keywords, this research delved into specific hashtags
associated with each of the four selected cases. These hashtags, originating from social media
platforms such as Twitter and Facebook, played a pivotal role in categorizing and linking
conversations related to the chosen cases. The study participants, women who had experienced
cyberviolence in the MENA region, were obtained via an opportunity sample representing
diverse countries such as Egypt, Lebanon, and Yemen.

The case study approach meticulously examined the narratives and contexts of each
case. The dataset, comprising 510 online social media posts and eight online news media
posts distributed across the four cases, underwent careful curation to eliminate duplicates and
non-text content, ensuring that the focus remained on meaningful and representative material.
Through this case study strategy, this research aims to provide an in-depth and comprehensive
understanding of the complexities associated with cyberviolence against women in the MENA
region.

In summary, the thesis methodology employed was characterized by a systematic and
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rigorous approach to understanding cyberviolence against women in the MENA region.
Combining netnographic techniques, feminist research methods, and critical discourse analysis
makes it easier to study the complexities of online communities. This makes sure that research

is reliable, valid, and adds to the conversation about this important issue.

4.5.Data Preparation

Understanding the intricate web of text production, distribution, and comprehension
requires acknowledging their intricate interplay with diverse social practices. The
interpretation of textual content extends beyond the literal words it comprises, encompassing
the intricate dancing of these words within specific social contexts. With the involvement of
multiple users and varied social contexts, it becomes evident that a single text can give rise to
a plethora of interpretations (Miller 1997, 79).

Central to constructing a narrative structure is framing, which is a critical process that
shapes the presentation of content and the author's perspective (Miller 1997, 80). The initial
step of discourse analysis entails scrutinizing the text (Van Dijk 1997) and translating the
discourse into text. This translation serves not only the purpose of textual examination but also
facilitates assessments of context and social discourse.

Hashtags, prevalent on social media platforms, facilitate broader engagement by
allowing personalized narratives to evolve around political and human rights issues. This
results in a mosaic of narratives encapsulating diverse experiences (Lokot 2018, 807; Bennett,
Guran, Ramos, and Margolin 2011). By synthesizing these methodologies and delving into the
language emanating from hashtags, this study endeavors to comprehend the construction of the
"cyber violence" concept in MENA countries (Van Dijk 1998). The focus lies in unraveling
how events, victims, and predictors are referenced and identified in the textual landscape, the
strategies participants employ to challenge conventional discourse, and the validation of their

perspectives. This analytical exploration reveals the ideological milieu in which power
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dynamics and hierarchies manifest.

4.6.Analysis Methods

In this thesis, two distinct analytical methods were employed to delve into the feminist

discourse surrounding cyber violence within the context of the MENA region.

4.6.1. Critical Discourse Analysis

The first method, Critical Discourse Analysis (CDA), was harnessed to dissect written
language within social contexts. CDA functions as a pivotal tool in qualitative research,
probing language usage in everyday situations. This approach has been applied across diverse
disciplines, including netnography, psychology, and cultural studies. Anchored in Fairclough's
language theories, this analysis employs CDA to explore how language operates as a social
entity at all levels. Fairclough (2003) posits that language amalgamates linguistic elements to
construct social realities (Fairclough 2003). This method facilitates an in-depth examination of
language's role in shaping and mirroring social dynamics, particularly in the Middle East and

North Africa (Van Dijk 1993; Fairclough 2003; Riff, Lacy, Fico, and Watson 2019).

4.6.2. Content Analysis

The second method encompasses content analysis, a technique aimed at discerning
patterns within recorded communication. By employing Arabic content analysis, the researcher
discerned recurring themes and variations in the cyber-violence discourse across the four
narratives. This method enables in-depth investigation of the substance of messages (Prasad
2008; Schafer 2002). This study used both qualitative content analysis and critical discourse
analysis (CDA) to figure out what the text meant, put information into categories, and use

statistical methods to look for correlations between categories (Weber 1990; Mayring 2004;
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Riff, Lace, and Fico 2019, 33).

4.7.Date Sampinge: Middle East and North Africa Region Women Cases

This section presents a comprehensive methodology employed for meticulous data
sampling of women's cases within the MENA region, ensuring a holistic representation of
cyber violence against women.

The selection of cases was guided by several criteria to capture the diverse facets and
manifestations of cyber violence against women across the MENA. The objective was to
encompass all cases that shed light on various forms of violence, such as online harassment,
cyberstalking, revenge porn, and online defamation. The chosen cases were intended to mirror
the region's diversity by considering distinct countries, cultural contexts, and sociopolitical
landscapes. Cases with a lot of information from public sources, such as online news articles,
online reports, and academic studies, received priority. Cases that garnered significant attention
and influenced public discourse, policy deliberations, and societal perceptions were
meticulously examined. His methodological approach was deemed essential for fostering a

nuanced comprehension of the issue and accounting for its myriad regional variations.

4.7.1. Case 1: Basant Khalid

Basant Khalid, a seventeen-year-old girl from Kafr El-Zayat, Gharbia Governorate,
Egypt, tragically took her life due to blackmail involving digitally altered photographs on
Facebook. The incident sparked outrage and called for justice, serving as an example of the
devastating impact of cyberviolence on victims. This highlights the urgent need for robust legal

protections and awareness campaigns.

4.7.2. Case 2: Heidi Shata

Heidi Shata, a fifteen-year-old Egyptian girl, took her own life after being subjected to
cyber extortion. The incident emphasized the importance of awareness campaigns and the legal

repercussions of such crimes, serving as a poignant reminder of the devastating consequences
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of cyber violence.

4.7.3. Case 3: Sarah Alwan

Sarah Alwan, a social and human rights activist in Yemen, became a victim of cyber
extortion, leading her to attempt suicide. Her case represents the vulnerabilities faced by
activists and individuals in a society that struggles with crime and inadequate control

mechanisms, emphasizing the need for comprehensive efforts to address cyber extortion.

4.7.4. Case 4: Zainab Zuaiter

The brutal execution of Zainab Ali Zuaiter, a twenty-six-year-old woman in Beirut,
categorized as "honor killing," sheds light on the recurring issue of women's deaths in the name
of preserving honor. The crime exposed the authorities’ lack of swift action and prompted
widespread calls for the arrest and punishment of the perpetrators. This case underscores the
ongoing challenges faced by Lebanese women and the need for comprehensive efforts to

address domestic violence.

4.8.Ethical Considerations and Limitations

4.8.1. Informed Consent, Confidentiality, and Anonymity

This thesis adhered to the ethical guidelines and criteria stipulated by Jaume I
University. Social media platforms present a unique ethical landscape owing to the interplay
between personal and copyrighted content in the online context. The analysis was confined to
publicly available posts on networking sites, abiding by ethical norms while accounting for the
public nature of the content. It is important to note that these findings may not encompass all
instances of cyberviolence against women in the MENA region, as some occurrences may
remain unreported or unshared on social media platforms. Therefore, all the texts scrutinized
in this thesis remain accessible to the public and are available for examination by any network

user. It is imperative to acknowledge the contextual constraints of this study. Operating within
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a specific linguistic and cultural context, potential nuances and subtleties in language use may
elude interpretation despite the researcher's native Arabic proficiency and MENA cultural
awareness.

Moreover, adhering to ethical principles, this thesis strives to uphold the welfare of the
research participants. The ethical maxim of "do no harm" is integral to ensuring that the
research is not detrimental to the participants (Lewin and Somekh 2011). Focusing on
cyberviolence, a form of violence against women, necessitates an acknowledgment of its
specific scope while recognizing the broader spectrum of violence issues.

To ensure participant confidentiality, the names of the individual online users on the
social media platforms were omitted, and a numerical system was employed to reference their
posts. This approach safeguards their identities, aligning with the ethical imperative of
protecting participants (Grey 2021).

Several limitations of this data sampling approach deserve acknowledgment. First, the
selection of cases might not capture the entirety of cyberviolence against women in the MENA
region, as underreported cases or those lacking public documentation might remain
unrepresented (Layder 2012). Second, reliance on publicly available information could
introduce biases or incomplete data into the study (Lewin and Somekh 2011). Finally, the
potential for researcher bias in data analysis underscores the importance of rigorous
methodologies and peer reviews in maintaining objectivity (Gray 2021).

Despite these constraints, the adopted data-sampling approach yielded significant
insights into the complex realm of cyberviolence against women in the MENA region. By
acknowledging ethical considerations and limitations, this thesis contributes to a
comprehensive understanding of this issue and its implications. While mindful of the study's
boundaries, these insights can pave the way for further research and targeted interventions
aimed at addressing cyberviolence against women in the MENA context.

In embracing ethical guidelines and acknowledging their limitations, the study's data

sampling methodology resonates as a robust foundation for unearthing insights and catalyzing
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efforts to comprehend and combat cyberviolence against women in the MENA region.

4.8.2. Strengths and Challenges in Research

As a female researcher from an Arab country, my data analysis may inherently bear
traces of influence from my Middle Eastern background. This situation presents the challenge
of maintaining objectivity while interpreting the data. My familiarity with the cultural nuances,
values, and gender dynamics prevalent in the Middle East could potentially introduce
subconscious biases or preconceived notions that could affect my analytical approach. It is
conceivable that my personal experiences and cultural awareness might lead me to favor certain
perspectives or critique others.

Being an "insider" in the MENA region's cultural context raises the possibility of
assuming shared meanings or interpretations that might not be apparent to an "outsider. This
could introduce an element of subjectivity into my interpretation of the expressions, actions, or
occurrences within the data. Conversely, this insider viewpoint can yield invaluable insights
and a more profound understanding of the intricate aspects of the subject under study.

To address these challenges, my strategy involves acknowledging potential biases,
engaging in continuous self-reflection on analytical decisions, and seeking external validation
or peer input when necessary. This approach allowed me to ensure that my analysis remained
as objective and unbiased as possible while capitalizing on my distinct perspective to enrich
the depth of the study.

While racial identification might be a potential factor, existing research underscores its
potential advantages. The interplay between "insider" and "outsider" viewpoints is a well-
recognized dimension in qualitative research. Ethnographers have long understood the impact
of researchers' ethnic backgrounds and nationalities on their subjects' behaviors and
interactions.

My familiarity with the MENA region's political and ideological discourse, coupled
with my proficiency in native Arabic, empowered me to conduct comprehensive and thorough
textual analyses. In this capacity, I align with Blaikie and Priest's definition of an expert
researcher who approaches a topic equipped with prior knowledge and an understanding of the

underlying causes. This expertise facilitates a nuanced exploration of the subject matter
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(Blaikie and Priest 2019)

Employing content analysis offers several advantages, including unobtrusive data
collection, which avoids direct participant influence, and the assessment of social interactions.
Furthermore, the systematic and replicable nature of content analysis enhances credibility and
adaptability. The digital nature of the content analysis conducted in this thesis also underscores
its cost-effectiveness and focuses on contextual language use for specific communication
objectives, such as trust-building, emotional evocation, and conflict management.

In navigating the strengths and challenges inherent in my researcher’s perspective, this
thesis underscores transparency and methodological rigor, ensuring that the findings are both
valid and reliable. My commitment to mitigating biases and capitalizing on my unique insights

aims to enhance the quality and depth of the research outcomes.

4.9.Conclusion

In conclusion, this chapter has elucidated the rigorous qualitative methodology adopted
to investigate cyberviolence against women in the MENA region. The research design
leveraged netnographic techniques and feminist perspectives to comprehensively examine
online communities related to this issue. Data collection involved identifying pertinent
hashtags and posts on social media platforms.

The analytical framework combined critical discourse analysis to unpack sociocultural
dynamics through language with content analysis to discern patterns in communication content.
Four illustrative cases of cyberviolence from the MENA region were carefully selected to
explore this issue in depth through a case study approach.

Data preparation entailed translation, summarization, and contextualization to derive
meaning from the textual materials. The chapter also highlighted relevant ethical
considerations, including informed consent, confidentiality, potential limitations, and the
strategies used to maintain research validity.

Overall, the multifaceted methodology adopted in this study, from data collection
through analysis, underscores a commitment to scholarly rigor. It provides a sound framework
for unraveling the intricacies of cyberviolence discourse and advancing knowledge to inform

advocacy, policy, and intervention efforts. The insights derived aim to meaningfully expand
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understanding of this important issue impacting women's welfare and rights.
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S. CHAPTER FIVE: FINDINGS

5.1.Introduction

This chapter delves into the analytical depths of the research outcomes to understand
the intricate landscape of cyber violence against women in the Middle East and North Africa
(MENA) region. Focusing on the tenets of Fairclough's Critical Discourse Analysis — discourse
processes and textual analysis - this chapter unravels the rich tapestry of findings derived from
the exploration of this pervasive and complex phenomenon.

As the researcher embarks on this journey through the findings, we begin by peering
into the textual realm, where the sampled cases from the Middle East and North Africa were
meticulously examined. These cases serve as gateways to discursive strategies that weave the
fabric of the creation, propagation, and reception of the text in question. By dissecting
language, we illuminate the intricate ways in which discourse molds, reinforces, or challenges
gendered narratives and societal norms, and thus its role in either perpetuating or resisting
cyberviolence against women.

Venturing deeper, this chapter reveals the mechanisms that construct gendered
discourse and its intimate connection with cyberviolence. Through the lens of language, we
unravel the assumptions and ideologies that shape public perceptions and attitudes and the
intricate interplay among gender, power, and violence in the digital domain.

The canvas broadens as the researcher shifts our gaze toward responses and strategies
aimed at curbing cyber violence. This exploration focuses on a myriad of approaches deployed
to address this issue: legal, technological, educational, and community-based interventions. As
we critically evaluated their success, challenges, and future potential, a clearer picture emerged
of the evolving landscape of combating cyberviolence against women.

The digital realm also comes under scrutiny as the researcher dissects the discourse
swirling on social media platforms. Language, representations, and narratives converge,
shaping societal attitudes and norms that inadvertently contribute to the persistence of
cyberviolence. By delving into this dimension, we explore how gender is both constructed and

contested online and how these interactions fuel the prevalence and consequences of
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cyberviolence.

Our journey finds its culmination in the realm of localized experience through the
analysis of MENA case studies. These real-world examples offer unique insights into the
contextual factors, patterns, and consequences of cyberviolence. By closely examining these
cases, we draw a vivid and nuanced portrait of how cyberviolence manifests, its impact on
victims, and the various strategies that stakeholders employ to combat this pressing issue.

In the findings, the researcher weaves together the threads of discourse, gender
dynamics, response strategies, and localized experiences to offer a comprehensive

understanding of cyberviolence against women in the MENA region.

5.2.Discourse Analysis of Cyberviolence

In this section, delve into the analytical outcomes of the research project, with a primary
focus on the components of Fairclough's Critical Discourse Analysis: discursive processes and
textual analysis. This exploration encapsulates the essence of the Middle East and North Africa
(MENA) region, where four sampled cases were meticulously examined to achieve a
comprehensive understanding of the multifaceted phenomenon of cyberviolence against
women in this specific context.

Within this segment, we embarked on a meticulous textual analysis of selected cases
from the MENA region. This analytical journey sheds light on the underlying discursive
strategies that permeate the formulation, dissemination, and reception of the chosen texts. By
focusing on the mechanics of language, this investigation artfully unravels the intricate nuances
of how discourse shapes, reinforces, and challenges gendered narratives and societal norms.
Our focus was on understanding how these discursive tactics either perpetuate the existence of

cyberviolence against women or challenge its prevalence.

5.2.1. Gendered Discourse and Cyberviolence

In the exploration of gendered discourse and its intimate connection with
cyberviolence, this study addresses the first research question: How do social media platforms,

within the framework of feminist critical discourse, enable abusive behaviors like defamation,
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impersonation, and the sharing of private images targeting Arab women in the MENA region?
This section aims to unveil the ideologies and assumptions that lie beneath the surface of
language. Through meticulous analysis, the intricate interplay between gender, power
dynamics, and violence in the digital sphere is revealed, offering insights into public
perceptions and attitudes toward women and digital violence.

Building on this, the inquiry navigates the realm of discursive processes and textual
scrutiny to address the second research question: What are the various forms of cyberviolence
specifically directed at women in the MENA region? By dissecting the language used to frame
gender, power, and violence, this section uncovers latent ideologies and presumptions that
influence public perceptions and attitudes toward women and violence in the digital domain.

Subsequently, the focus shifts to responses and strategies aimed at combating
cyberviolence, addressing the third research question: What are the multifaceted impacts of
cyberviolence on women in the MENA region, encompassing legal, social, psychological,
economic, and socio-cultural dimensions? A comprehensive assessment of existing
methodologies is conducted, gauging their efficacy and identifying areas for enhancement. This
analytical exploration spans legal, technological, educational, and community-based
interventions, probing their success, challenges, and future trajectories.

This thesis also aims to shed light on the current landscape of responses and strategies
for dealing with cyberviolence against women. This is directly related to the fourth research
question: What are the root causes of cyberviolence against women in the MENA region, such
as patriarchal norms, legal gaps, and the lack of effective reporting mechanisms? By
highlighting both general trends and specific insights from examined cases, the study
contributes to a comprehensive understanding of effective approaches while identifying areas
requiring further attention and improvement.

To delve into the nuances of these responses and strategies, a closer examination was
undertaken to determine the structures, strategies, and textual properties that contributed to the
reproduction of girls' hashtags. This investigation began by scrutinizing the text at a granular
level, drawing inspiration from Van Dijk’s (1993) approach (Van Dijk 1993, 250). As depicted
in Figure 1, a word cloud was generated from the 231 most frequent keywords in Arabic and
English that emerged from the initial internet search of the dataset. Through frequency text

nn

analysis, a core set of nine keywords emerged, including "violence," "abuse," "honor,"
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"harassment," "victim," "crime," "justice," "online," and "versus" (Qteshat 2023b). It is

important to note that all the written Arabic texts were translated into English for consistency.

TUSTICE
CRIME
i VIETIM::

ONLINE

0 -HARASSMENT

HONOK:.
Lo ABUSE
VIOLENCE

Figure 1: World Cloud Generated from the Hashtags
Source: The Researcher Created (Qteshat 2023b)

5.3. Gender Discourse on Social Media

Moreover, a meticulous inspection of gender discourse on social media unfolds by
probing the language, portrayals, and narratives that encircle gender issues. This endeavor
unveils the societal attitudes and norms that contribute to the persistence of cyberviolence
against women. This exploration scrutinizes the construction and contestation of gender online,
the reinforcement or dismantling of stereotypes and biases, and their collective role in the

prevalence and repercussions of cyberviolence.
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5.3.1. Gendered Discourse and Gendered Violence An Analysis of the
MENA Region

This section focuses on exploring gendered discourse in the context of cyberviolence,
specifically in the MENA region. Through meticulous analysis, we sought to uncover the
intricate relationships between discourse, gender dynamics, and the propagation of cyber
violence.

One notable aspect observed within the data was the array of hashtags used by the
participants, reflecting a palpable sense of action, rejection, objection, and a call for immediate
intervention. As Yang (2016) points out, this phenomenon is consistent with the idea of hashtag
activism. Strikingly, the majority of keywords are related to violence, featuring terms like

nn

"kill," "murder," "scream," "honor," "family," "abuse," and "threatened. The essence of these
hashtags underscores the urgency and gravity of the issues (Yang 2016, 14).

To derive further meaning and context from this hashtag landscape, qualitative content
analysis was used. The methodologies outlined by Weber (1990) and Hsieh and Shannon
(2005) served as inspiration for this meticulous process, which involved categorizing hashtags
into distinct thematic categories. These thematic categories were established based on
anticipated topics embedded within the texts and uncovered using critical discourse analysis
(CDA) techniques. In addition, Alkowatly (2020) served as a major inspiration for these
thematic categories. This process revealed latent patterns and undercurrents within language,
shedding light on the intricate relationship between discourse and gendered violence.

The comprehensive collection of 231 hashtag keywords was systematically categorized
into six distinct thematic domains, as presented in Table 1 (Qteshat 2023a). The overarching
theme of the text and the participants' language served as the basis for these categorizations. In
this context, we delved deeper into how these texts mirror broader societal behaviors and
attitudes (Locke 2004). Additionally, our investigation was extended to hashtags prevalent in
conversations across various social media platforms pertaining to cyberviolence against

nn

women. The hashtags encompassed "cyberviolence," "online abuse," "digital sexual violence,"

"cyberharassment," and "revenge porn," further augmenting our understanding of the discourse
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Through this rigorous analysis, we embarked on a journey to uncover the multifaceted

dimensions of gendered discourse and its intersection with cyber violence in the MENA

region. This intricate exploration provides a rich foundation for comprehending the dynamics

of online gender discourse and its implications for addressing the pressing issue of

cyberviolence against women.

Categories Themes

Texts

Physical Violence

"Assault", "Battery", "Beaten", "Brutal", "Brutality", "Coercion", "Danger",
"Death", "Domestic violence", "Fight", "Hurt", "Injured". "Kill", "Murder",
"Scream"

Emotional/Psychological

Violence

"Abuse", "Agony", "Anguish", "Brutalization", "Brutalized", "Control",
"Cries", "Cruelty", "Denial of rights", "Devastated", "Distress", "Exploited",
"Fear", "Fearful", "Grief", "Harassment" "Harmed" "Helplessness"
"Injustice" "Inhumane" "Insecurity" "Insult" "Intimidation" "Manipulation"
"Maltreatment" "Misogyny" "Neglect" "Oppressed" "Pain" "Painful"
"Powerlessness" "Psychological abuse" "Rejected" "Repression" "Struggle"
"Suffering" "Threatened" "Torment" "Trauma" "Traumatized" "Trapped"

"Unfairness" "Violation" "Violated" "Violent" "Vulnerability"

Gender-Based Violence

"Cultural violence against women", "Discrimination against women",
"Gender inequality", "Gender roles", "Gender violence", "Honour", "Honour
crimes", "Honour killing", "Honour-based violence", "Intersectionality"
"Marital rape", "Misogynistic violence", "Patriarchal violence" "Rape
culture" "Toxic masculinity" "Victim-blaming" "Women's rights"

Legal and Justice

"Access to justice", "Crime", "Criminal" "Equality before the law", "Justice
against women", "Justice System", "Judicial reform", "Law enforcement",
"Legal protection", "Legal rights", "Prosecution"

Online Violence

"Cyber violence", "Cyberbullying" "Online harassment", "Online abuse",
"Digital violence", "Online stalking", "Revenge porn", "Online threats",
"Cyber exploitation", "Online intimidation", "Online hate speech", "Cyber
harassment", "Online victimization" "Online defamation" "Cyber
manipulation" "Cyberstalking" "Online invasion of privacy" "Online
humiliation" "Online coercion" "Online blackmail" "Cyber grooming"
"Online control and surveillance" "Cyber manipulation" "Online harassment
campaigns" "Doxing" "Online hate crimes" "Cyberbullying on social media"
"Online shaming"
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Cultural and Societal

"Femicide", "Violence in the name of honour", "Family violence", "Gender-
based stereotypes", "Gender inequality", "Female infanticide", "Honor
codes", "Rape culture", "Cultural norms and violence", "Intersectionality"
"Social justice", "Advocacy" "Empowerment" "Support services"
"Community mobilisation" "Policy reform" "International human rights"
"Gender-sensitive legislation" "Safe spaces for women" "Counseling and
therapy" "Rehabilitation programs" "Support networks" "Empowerment

approaches" "Healing and recovery"

Table 1: Categories Themes and Texts
Source: (Qteshat 2023a) inspired by (Alkowatly 2020)

The theme category "Physical Violence" challenges the existing discourse on violence.
Posts in this category have examined the need to alter the value system, custom, or norm of
"honor. According to the legitimization tool, participants employ a variety of techniques in
their arguments, such as emotions and rationales (Reyes 2011). The terms most commonly
used in this context are "patriarchal discourse," "barbaric act," "violence against women," and
"murder."

The posters argued that the term "honor killings" is inaccurate and damaging and should
be replaced with a different term. They argued that by referring to the crime as "honor," we use
the language of those who condone this abhorrent behavior, suggesting that the crime is in
some way commendable. By not attaching a label to the term "crime," the participants in this
group sought to create a unique discourse and definition. This ensures that there is no
prejudgment of the situation and that both genders are treated equally. Therefore, the
importance of a new discursive practice that falls under this category can be understood in the
context of Van Dijk's argument that language has a considerable ideological influence that can
help perpetuate power dynamics (Van Dijk 2011).

The other theme category, "Emotional and Psychological Violence," referred to an
emotionally and psychologically distressing experience. The post-corpus showed that many
participants used different texts to express their emotional reactions to tragedy. The language
used in these texts conveyed emotions and reinforced participants' positions against such
offenses. For instance, Basnat Khaled was referred to in this context as an "angel," Hidi Shahta

as an "innocent girl," Sarah Alwan as a "poor woman," and Zaynab Zayter as a "poor mom. In
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my view, these expressions implied that these women and girls were not seen as victims of
cyberviolence who had violated social and sexual norms, unlike the typical victimization
portrayed in traditional media (Mahadeen 2017).

This research found that progressive conversations among hashtag users in the MENA
region focused on dismantling the male-privileged narrative and debunking the long-held
stereotypes of cyberviolence victims that the traditional discourse perpetuated by portraying
them as culpable. "As a critical discourse analyst, I observed that discourse had such a
powerful social impact, which raised major issues concerning unequal power dynamics in
society (Fairclough 2013).

The theme category "Gender-Based Violence" holds men accountable and calls for
punishment. Hashtag participants in this group advocated punishing perpetrators, standing up
for Basnat, Haidi, Sarah, and Zaynab, and depicting them as victims of patriarchal ideology
and gender-discriminatory laws. The language used here shows that the participants were
challenging the traditional discourse concerning "honor Kkillings," which often involved
blaming the victim or praising the killer's motives.

The themes of law and justice underscore the challenges that women face in seeking
legal redress for online violence. This reflects broader issues of legal inequality and a lack of
access to justice, particularly in marginalized communities. This theme emphasizes the need
for legal reforms and increased awareness to ensure that women's rights are protected and that
they have access to fair and just legal recourse.

Online violence has emerged as a distinct and troubling theme, with the anonymity and
accessibility of online spaces allowing for the proliferation of misogynistic and discriminatory
language. This theme highlights the urgent need for social media platforms to take
responsibility for moderating content and for society to recognize and combat online violence
as a real and harmful phenomenon.

Cultural and societal themes have shed light on the underlying norms and values
contributing to gendered violence. It explores how traditional gender roles, societal
expectations, and cultural biases limit women's opportunities for self-expression and reinforce
patriarchal structures. This theme calls for broader societal transformation to challenge
ingrained norms and promote gender equality.

In conclusion, the text serves as a poignant reminder of the unique challenges
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women face in conservative societies in the MENA region. This emphasizes the urgent need
for societal transformation that recognizes and upholds the rights and dignity of all women,
irrespective of their cultural or religious background. The text serves as a call to action, urging
societies to reflect on their collective responsibility and strive for a more inclusive and
equitable future. The posted text effectively conveys the urgency of the situation, framing the
victims as innocent and deserving of protection. This underscores the need for immediate
action and draws attention to the systemic issues of victimization and exploitation, thereby
initiating discourse and potentially prompting societal changes. It serves as a poignant reminder
of the unique challenges faced by women in conservative societies within the MENA region
and emphasizes the urgent need for societal transformation that recognizes and upholds the
rights and dignity of all women. Gender-based violence is a pervasive issue in online discourse,
with women specifically targeted because of their gender. This theme explores how gender bias
and stereotypes contribute to systemic discrimination and inequality, leading to hostile online
environments for women. These findings call for a concerted effort to challenge these biases

and create a more inclusive and respectful online space.

5.3.2. Thematic Categories and Analysis

Analysis of the collected data revealed a range of key themes that provide insight into
the complex landscape of cyberviolence against women in the MENA region. These themes,
each representing a distinct dimension of the phenomenon, were identified by applying
rigorous qualitative research methods. It is important to note that the analysis primarily focused
on succinctly presenting the main findings and reserving any subjective interpretations for the
forthcoming discussion section.

Subsequent sections comprehensively present the principal discoveries organized
according to the discerned themes: physical violence, emotional and psychological violence,
gender-based violence, legal and justice issues, online violence, and cultural and societal
aspects.

Physical violence has emerged as a prominent theme in the data. Participants' narratives
often contained keywords associated with physical harm and aggression, such as "kill,"

"murder," and "abuse." abuse. abuse. The prevalence of these terms reflects the severity of
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violence, as depicted in the online discussions. The analysis revealed instances of physical
violence, in which participants described direct threats or acts of harm to women. Keywords
such as kill, "murder," and "threatened" were consistently associated with discussions on
women's safety. This underscores the serious nature of cyberviolence and its potential to cause
physical harm. Discussions have frequently highlighted instances of physical violence against
women, indicating a shared understanding of the severity of such issues. Noteworthy examples
include a participant's post about an unjustly murdered woman, which resonated with a broader
discourse on gender-based violence outcomes.

Emotional and psychological violence also emerged as other themes. The participants
used emotionally charged language to express fear, anxiety, and trauma. Keywords such as
"scream," "threatened," and "family" indicate distressing online interactions. Participants

nn

discussed emotional and psychological violence, using terms like "scream," "abuse," and
"family. These phrases alluded to the emotional distress that women experience as a result of
online interactions. The data revealed patterns of victim-blaming, shaming, and demeaning
language used against women. Within this theme, a recurring sentiment was that girls
committed suicide because of the fear of scandals. The data highlighted participants' concerns
regarding young women's well-being and autonomy within societal pressures.

Gender-based violence was evident in the discussions. The participants highlighted
targeting based on their gender identity. Keywords like "honor" and "family" underscored
cultural and societal influences perpetuating gender-based violence. Discussions revealed
gender-based violence, often featuring keywords like "honor" and "family. This analysis
illuminates how online platforms perpetuate gender stereotypes. Participants' stories
emphasized the need to challenge traditional norms that contribute to violence.

The participants discussed the legal aspects and justice mechanisms related to
cyberviolence, expressing a strong desire for accountability. Keywords such as "justice" and
"crime" indicated a call for legal recourse. Keywords such as "legal," "justice,” and
"crime" emerged to express participants' desire for stronger legal mechanisms. The absence of
comprehensive legal responses underscores the need for reforms to address cyberviolence.

Online violence has emerged as a theme that reflects a range of harmful
behaviors. The participants’ language featured terms such as "online," "cyber," and

"abuse, illustrating the pervasive nature of online violence against women
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(OVAW). Keywords such as "online," "abuse," and "threatened" were prevalent in discussions
of online violence. The data portrayed a troubling landscape of online violence, emphasizing
the need for enhanced safety measures.

Cultural and societal influences were significant. Keywords like "honor" and "family"
were intertwined with cultural expectations, contributing to cyberviolence dynamics. The
discussion highlights the need to address deeply rooted cultural factors. Keywords like
"cultural," "societal," and "conservative society" were prevalent in discussions about cultural
norms and societal expectations. The analysis revealed a complex interplay between these
factors and cyberviolence.

The subsequent discussion will delve into the broader implications of these findings,
recognizing the systemic issues contributing to violence against women in the MENA region.
It recognizes the intersection of gender, culture, and power dynamics and addresses the urgent
need for change. This concludes the Results section by providing an organized overview of the
prominent themes that emerged from the data analysis. The subsequent discussion will delve
into the implications of these findings, recognizing the broader context and systemic issues that

contribute to violence and gender dynamics in the MENA region.

5.3.3. Gender Roles and Stereotypes: An Analysis of Social Media
Discourse

This subsection embarks on a deep dive into the dynamic world of social media,
focusing on the intricate interplay between gender roles and stereotypes that manifest in online
discourse. By scrutinizing comments posted on various social media platforms, this
thesis reveals the tapestry of perceptions, biases, and traditional constructs that surround
women and their societal roles.

The comments extracted from social media platforms reveal three prominent themes
that underscore the perception of females and their positions within society: emphasis on
physical appearance, expression of sexual attraction, and reinforcement of traditional gender
roles (Zhou 2020). This exploration highlights how social media serves both as a platform for

diverse gender expressions and as a medium through which established norms and stereotypes
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persist.

Anonymity in online interactions nurtures an environment conducive to hostile gender-
based behavior. This detachment from accountability allows commenters to wield gender-
related language that lacks responsibility and consequences (Zhou 2020). This detachment
often results in emotional disengagement, even when explicit and prejudiced language is
employed in public forums. This underlines the alarming paradox that the digital realm, far
from dismantling gender stereotypes, nurtures their propagation inadvertently.

One prevalent theme encompasses comments that focus on the physical attributes of
female influencers, ranging from their faces, figures, and voices to their clothing choices. This
emphasis subtly perpetuates the objectification of women and exerts pressure on influencers to
align themselves with conventional standards of beauty (Zhou and Qiu 2020). Such comments,
although seemingly innocent, inadvertently fuel gender stereotypes by urging influencers to
conform to a particular notion of "womanhood," often anchored in appearance.

Within this digital space, comments expressing sexual desires signify women’s
objectification. These comments reflect broader societal attitudes that sadly consider women's
bodily commodities to be exploited. Since online platforms provide anonymity, explicit sexual
language mirrors gender dynamics and violence in the real world (Zhou 2020).

The realm of online discourse is a canvas on which gender roles enter life. This
subsection reveals the perpetuation of traditional gender roles, from specific personas like
girlfriend, wife, or mother to more generalized terms like "lady" and "good cook" (Zhou 2020).
The implications are vast, as these roles confine women to boundaries and curtail opportunities,
independence, and self-expression. These traditional norms undermine women's
accomplishments beyond the domestic realm.

Moreover, this subsection underscores how these online comments reinforce the
division of labor within families, insinuating that women's places remain at home and tend
towards household responsibilities and childcare. This confinement echoes patriarchal
structures, granting men advantages by freeing them from domestic duties. While some
comments romanticize motherhood, they often sideline the diverse experiences and choices
that women encompass (Zhou 2020).

In essence, online discourse regarding gender reinforces a hierarchy that perpetuates

male dominance and restricts women's self-expression to preexisting roles. Challenging these
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stereotypes proves to be an uphill battle, as female influencers who attempt to dismantle these
power structures often encounter resistance and disapproval from commenters (Zhou 2020).
Through this analysis, we navigate the intricate interplay between gender roles,
stereotypes, and the virtual spacesthey occupy. By illuminating these dynamics, this
subsection contributes to the ongoing discourse on gender equality by shedding light on the
far-reaching influence of social media on shaping and challenging societal perceptions of

women and their roles.

5.4.MENA Case Studies: Localization and Nuances

The online posts examined in this study reflect broader attitudes that enable
cyberviolence against women across the MENA region. This sub-section aims to provide a
comprehensive analysis of these posts, utilizing feminist critical discourse analysis (FCDA),
critical discourse analysis (CDA), and content analysis methods. The analysis will be framed
within the context of the research questions:

A Critical discourse analysis reveals the underlying power relations, ideologies, and
social inequalities embedded in the language. It sheds light on the power dynamics at play,
with victims portrayed as vulnerable and in need of protection. Feminist critical discourse
analysis emphasizes gendered power dynamics and the ways in which language is used to
reinforce and legitimize male control over women. It highlights the intersectionality of gender,
religion, and culture and how these factors contribute to the marginalization and victimization
of women in the MENA region. Content analysis categorizes and interprets the text to identify

recurring themes and patterns specific to the MENA region. Key concepts such as "masculine

nn nn

violence," "religious violence," "social violence," "domination," and "denial of women's
rights" are indicative of the broader social, psychological, economic, and physical impacts of
cyberviolence on women in the region. The case of Basant Khalid's suicide serves as a grim
example of how social media platforms can facilitate defamation and impersonation.

This directly addresses the first research question by highlighting the role of social
media platforms in enabling such abusive behaviors. The extortion cases of Shata and Alwan,
as well as the murder of Zainab Zuaiter, demonstrate the weaponization of honor and

reputation. These cases exemplify discourse that emphasizes female modesty and virtue,
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thereby addressing the second research question by identifying the specific forms of violence
that women in the region are subjected to. Threats of physical and sexual violence are prevalent
online. These tangible dangers faced by women like Khalid, Shata, and Alwan underscore the
urgency of discourse that seeks to counteract the normalization of violence. This aligns with
the third research question by examining the psychological, social, and physical impacts of
cyberviolence.

One of the online posts, which was discovered through a search for Arabic hashtags

associated with the victim's name and that have more than 100 retweets, said:

Y ddsias Luada AalS | 5V oladl e laia Yy il s 5 oSI) Chind) daf Jiad dinsis LalS i pudyy LalS
ra/);ﬁ/o_hu L.ara/);‘//é'b;//gﬁ[yau_mu_uy/u_[c 4.[4&//)}5_1//5)@5}41 le] Cina YJW

Translation: “The word “honour” is an abhorrent word that represents the pinnacle
of masculine, religious and social violence towards women. A silly gelatinous word
that has no meaning and no purpose other than the complete domination of males
over females. Even her right to life! crime after crime”

The post provided a critical response to the concept of "honor" within the context of the
MENA region, emphasizing its role as a symbol of masculine, religious, and social violence
against Arab women, particularly Muslim girls. The user's strong negative sentiment towards
the word reflects a broader critique of how it has been employed to justify and perpetuate male
dominance over females, even to the extent that it denies women’s rights to life. The text's
emotive language conveyed a sense of anger and frustration towards the ongoing perpetuation
of such violence in the region. Analyzing this response through critical discourse analysis
(CDA), including a feminist critical discourse analysis perspective, reveals the underlying
power relations, ideologies, and social inequalities embedded in the language. In the MENA
context, the term "honor" is often associated with patriarchal norms and practices that can lead
to various forms of cyberviolence, such as cyber harassment, online stalking, and revenge porn.
The author's deconstruction of the term reveals it as a mechanism for male dominance and a
tool that facilitates sexual violence against Arab women, including Muslim girls. Feminist
critical discourse analysis further emphasizes gendered power dynamics and the ways in which
language is used to reinforce and legitimize male control over women. It highlights the

intersectionality of gender, religion, and culture and how these factors contribute to the
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marginalization and victimization of women in the MENA region. This perspective
underscores the importance of challenging patriarchal discourse and promoting gender
equality, particularly from the perspective of Muslim girls in the region, who may face unique
cultural and religious challenges. Content analysis further categorizes and interprets the text to

identify recurring themes and patterns specific to the MENA region. Key concepts such as

nn nmn

"masculine violence," "religious violence," "social violence," "domination," and "denial of
women's rights" are not only reflective of the author's perception but also indicative of the
broader social, psychological, economic, and physical impacts of cyberviolence on women in
the region. This analysis aligns with the research questions by examining how technology and
social media platforms in the MENA region facilitate violence. It investigates different forms
of cyberviolence, assesses their impact, and identifies the factors that perpetuate this violence.
This also underscores the need for preventive measures and interventions to combat cyber
violence against women in this region. In conclusion, the text serves as a powerful example of
the need to challenge oppressive discourse and promote gender equality in the MENA region,
particularly from the perspective of Muslim girls. It contributes to global conversations on
gender equality and women's rights in the digital age, emphasizing the urgency of addressing
these issues within the specific cultural and social context of the MENA region. By offering
insights into the root causes, prevalence, nature, and impact of cyberviolence, this thesis
provides a multifaceted understanding of the complex issue of cyberviolence against women
in the MENA region, informing the development of effective strategies to ensure online safety
and mental health support.

Another online post, which was discovered through a search for Arabic hashtags
associated with the victim's name and that has been shared five times and pinned on the latest
posts, said:

Dnpuadl) (o lisd il iy o/ o) Joliei Aala i

Translation: "There is nothing worth a girl committing suicide out of fear of
shame."

The post conveyed the opinion that no situation or circumstance justified a girl
committing suicide out of fear of scandal, particularly within the context of the MENA region.

The user expressed the belief that, regardless of the severity of the scandal or its potential
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consequences, it should not have been considered a valid reason for someone to take their own
life. The research looked at the power dynamics and gendered implications of this statement
from the points of view of critical discourse analysis (CDA), feminist critical discourse
analysis, and content analysis. The text's straightforward viewpoint on sensitive matters reflects
broader societal attitudes toward women's autonomy, honor, and mental health within the
region. From a feminist critical discourse analysis perspective, this statement can be seen as
challenging patriarchal norms that often place undue pressure on women and girls to uphold
family honor, even at the expense of their mental well-being. This perspective emphasizes the
need to recognize and address the complex factors that contribute to such tragic situations,
including societal expectations, gender inequality, and a lack of mental health support.
Another online post, which was discovered through a search for Arabic hashtags
associated with the victim's name, and which has received many comments and engagements

from other individual users on the social media platforms, said:

Lgdli g 5 S gy o luadll (o IS Llauds llin s daipo gl 5 50 5 g0 4y 5S35 (50 oY) Cralola

Translation: “As long as patriarchal religions exist and the state is religious,
there will remain many victims of women under many trivial pretexts.”

The posted text presented an analysis stating that as long as patriarchal religions existed
and the state maintained a religious nature, there would continue to be numerous victims among
women under various trivial pretexts. From a sociocultural perspective, this study examines
the influence of patriarchal religions on societal structures and power dynamics. This analysis
suggests that the presence of such religions perpetuates gender inequality and contributes to
women's victimization. The text implies that religious beliefs and practices, when combined
with a religious state, contribute to the marginalization and mistreatment of women. From a
critical discourse analysis perspective, this text prompted an exploration of the ideologies and
discourses surrounding patriarchal religions and their impact on women's experiences.
According to this analysis, societal norms and practices that have their roots in religious
frameworks disproportionately affect women. The text called for an examination of power

relations embedded within religious institutions and the state, highlighting the need to address
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the resulting gender inequality. Additionally, a content analysis approach could have been
applied to examine the prevalence and effects of patriarchal religious norms and practices on
women's lives within a given context. This analysis could have involved investigating
narratives, attitudes, and discourses related to women's victimization under a trivial pretext. By
examining this content, researchers can identify the underlying factors contributing to gender-
based discrimination and oppression.

From the perspective of women in the MENA region, the text resonates with the lived
experiences of many who navigate complex social and religious structures that often
marginalize and victimize them. The reference to patriarchal religions and religious states
highlights the systemic nature of regional gender inequalities. Women in the MENA region
may perceive this text as a call to action, urging societal transformation and legal reforms to
challenge the deeply ingrained norms that perpetuate gender-based discrimination (Wodak and
Meyer 2015). This text may evoke a more nuanced response from Arab Muslim women in the
MENA region. While acknowledging the challenges posed by patriarchal religious structures,
Arab Muslim women may also recognize the diversity and complexity of religious
interpretations and practices within the region. The text's critique of patriarchal religions may
be seen as an opportunity to engage in critical dialogue about the role of religion in shaping
gender roles and expectations without necessarily rejecting religious beliefs altogether
(Mahadeen 2017). This perspective emphasizes the need for a more inclusive and context-
specific approach to addressing gender inequalities and recognizing the intersectionality of
religious, cultural, and social factors (Van Dijk 1993). Analyzing the text through feminist
critical discourse analysis (FCDA) and content analysis reveals the underlying ideologies,
power dynamics, and social inequalities that contribute to women's marginalization (Paltridge
2013). The text's emphasis on patriarchal religions and the religious state reflects broader
concerns about how religious ideologies intersect with gender oppression (Fairclough 2013).
The text also aligns with categories related to "legal and justice issues," emphasizing the need
for legal reforms and justice for women's rights. The language used seeks to mobilize public
support, challenge traditional notions of authority, and subvert power dynamics (Wodak 2011;
Reyes 2011).

Activist discourse using hashtags contrasts with anti-feminist hashtags, revealing social

media's dual capacity to either empower women or silence them. This directly addresses the
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fourth research question by identifying the underlying factors, including social media
dynamics, that perpetuate cyberviolence. The diverse cases spanning Egypt, Yemen, and
Lebanon represent the multifaceted experiences of women across the region. Discourse from
women emphasizes navigating risks from interpersonal bullying to systemic discrimination, in
addition to religious and cultural pressures.

The media also posted content related to victims using their names. For instance, in the
MENA case involving Basant Khalid, post number one from Al Bayaan was linked with the
same hashtags as the victims (Albayan 2022). The portrayal of Basant Khalid's tragic story in
the media by the Egyptian news outlet Al Bayaan is a moving illustration of the larger
difficulties that women in the MENA region face. Through feminist critical discourse analysis,
this narrative underscores the profound implications of technology and social media platforms
in amplifying instances of cyberviolence against women. The emphasis on manipulated images
and the tragic outcome of Basant's story provide a tangible example of the various forms of
cyberviolence that women in the region experience, such as cyber harassment and online
stalking. The emotional weight of Basant's letters to her mother and the societal implications
of her actions highlight the profound social, psychological, and even physical impacts of such
violence. This aligns closely with this study's objective to understand the myriad effects of
cyberviolence on women in the MENA region.

Furthermore, the media's framing of her story, while evoking sympathy, inadvertently
risks reinforcing certain societal norms and power dynamics. This highlights the broader
challenges of addressing the factors that perpetuate cyberviolence against women in the region.
The media’s role in shaping public discourse around such incidents is undeniable, making it

imperative for media entities to approach these narratives with sensitivity and responsibility.

Figure 2: Breaking News for Case one Basant Khalid
Source: (Albayan 2022)
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News media post number two was related to MENA case number four (Zainab Zuaiter).
The media's portrayal of Zainab Zuaiter's tragic incident, as highlighted by the Lebanese news
outlet Annahar, offers a poignant reflection of the broader challenges and themes explored in
the dissertation entitled 'Cyberviolence against Women in the MENA Region: Feminist Critical
Discourse Analysis of Social Media Hashtags in 2022-2023. The headline, while capturing
the visceral nature of the incident, also alludes to the pervasive societal silence and complicity
surrounding such acts of violence in the region (Annahar 2023). From the lens of feminist
critical discourse analysis, the article's utilization of terms like "shame washing" and "honor
killing" is deeply telling. These terms, rooted in the cultural and societal norms of the MENA
region, shed light on the patriarchal structures and narratives that perpetuate cyberviolence
against women. While evoking strong emotional responses, the framing of this article also
underscores the societal and psychological impacts of such violence on women, aligning
closely with the feminist lens of this dissertation. Furthermore, the emphasis on "mystery" and
"suspicious silence" surrounding Zainab's death points to the broader societal challenges and
power dynamics that contribute to the perpetuation of cyberviolence against women in the
region. This aligns with the dissertation's focus on critically analyzing the discourse
surrounding such incidents, especially through the lens of social media hashtags. The media's
role in shaping public discourse around such incidents is undeniable and is the central theme
of this dissertation. Their framing can either challenge or reinforce societal perceptions, making
it imperative for media entities to approach narratives sensitively and responsibly. This is in
line with this dissertation's aim to critically analyze media narratives, especially through social
media hashtags, and their implications for perpetuating or challenging cyberviolence against

women in the region.
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Figure 3: Breaking News About Case Two Zainab Zuaiter
Source: (Annahar 2023)
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Media post number four was related to MENA case number one. The media's decision
to omit the identities of perpetrators in the narrative surrounding Basnat Khaled's tragedy
reflects the broader challenges of reporting cyberviolence against women in the MENA region.
Such omissions, while potentially rooted in legal or ethical considerations, inadvertently shield
perpetrators and detract from the gravity of crime. This aligns with the dissertation's
exploration of societal structures and media narratives that either enable or perpetuate violence
(Al-Masry Al-Youm 2022). From the perspective of feminist critical discourse analysis, this
media choice can be interpreted as a manifestation of patriarchal structures entrenched in the
MENA region. By withholding the identities of the perpetrators while extensively covering
Basnat's tragedy, the media not only further victimizes Basnat but also potentially absolves the
perpetrators from public scrutiny and accountability. This dynamic, in which the victim's
narrative is highlighted while the perpetrators remain shielded, underscores the gender
imbalances and power dynamics that this dissertation seeks to critique. Furthermore, in the age
of social media hashtags, the media's framing of such incidents plays a pivotal role in shaping
societal perceptions and discourses surrounding cyberviolence against women. The potential
of such narratives to either challenge or reinforce patriarchal norms underscores this
dissertation's emphasis on critically examining these narratives, especially as they manifest

themselves in the digital realm.

Figure 4: Picture for The Two Boys Who Faked Basant Picture
Source: (Al-Masry Al-Youm 2022)

Media post number four was related to MENA case number four. The media's portrayal
of Zainab Zuaiter's story, when scrutinized through the lens of feminist critical discourse
analysis (FCDA), reveals the deep-seated patriarchal biases and gendered narratives prevalent

in the MENA region's media landscape. The evident omission of an official account and the
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sidelining of female voices in the narrative not only marginalizes the experiences of victims
like Zainab but also perpetuates a culture in which women, especially Muslim women from the
MENA, are silenced and their experiences overshadowed (Almodon 2023). This media
narrative, which prioritizes male perspectives and minimizes women's voices, is emblematic
of the broader patriarchal structures that often dictate the discourse on gender-based violence
in the region. Such media choices, whether deliberate or inadvertent, further victimize women
and perpetuate societal norms that often sideline and invalidate women's experiences. This
resonates with the dissertation's objective of employing a feminist critical discourse analysis
approach to dissect media narratives and uncover underlying power dynamics and gender
imbalances. Furthermore, in the age of social media hashtags, the media's framing of stories,
such as Zainab's, plays a pivotal role in shaping societal perceptions and discourse surrounding
gender-based violence. The potential of such narratives to influence public opinion, either by
reinforcing or challenging patriarchal norms, underscores this dissertation's emphasis on

critically examining these narratives and their broader implications.

Figure 5: Breaking News About the Legal Part of Zainab Zuaiter
Source: (Almodon 2023)

Media Post number five was related to MENA case number one. The media's portrayal
of Basnat Khaled, when viewed through the lens of feminist critical discourse
analysis (FCDA), offers a revealing view of the entrenched societal norms and gender
expectations in the MENA region. The emphasis on her appearance and the implications of her
being "wife material" not only perpetuates stereotypes but also reflects the broader patriarchal
structures that often objectify women, particularly Muslim women from the MENA. Such
portrayals, while seemingly subtle, play a significant role in reinforcing gender norms and
contributing to the culture of cyberviolence against women (Roya News 2022). The decision

to present Basnat in a specific manner, potentially minimizing the gravity of the crime,
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underscores the challenges women face in the MENA region when seeking justice. This
portrayal resonates with this dissertation's exploration of societal perceptions and the legal
frameworks surrounding cyberviolence. Given the media's influential role in shaping public
opinion, especially in the age of social media hashtags, it is imperative for this dissertation to
critically analyze these narratives and their broader implications. Furthermore, Basnat’s
representation touches upon the overarching issues of gender inequality and the
marginalization of women's rights. The dominance of patriarchal norms, especially in rural
areas, and the normalization of violence against women are central to this dissertation’s theme.
By delving deep into media narratives like Basnat's, this dissertation aims to unpack the
underlying power dynamics and societal norms that perpetuate gender-based violence in the

digital age.

Figure 6: Basnat Khaled Picture
Source: (Roya News 2022)

Media Post number six was related to MENA case number one. This article's presentation
of Basnat's case, when viewed through the lens of feminist critical discourse analysis (FCDA),
offers a nuanced understanding of the challenges inherent in media reporting on cyberviolence
against women in the MENA region. The deliberate omission of specific details, such as the
nature of the comments Basnat endured and the identities of the alleged perpetrators, is not
merely an editorial choice. This reflects the broader patriarchal structures and societal norms,
especially prevalent in the experiences of Muslim women from MENA, which often prioritize
the protection of the accused's reputation over the rights and dignity of the victim (BBC News
2022a). The decision to restrict readers from commenting analyzed through Critical Discourse

Analysis (CDA), can be interpreted as a manifestation of power dynamics in which media
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outlets exert control over narratives, potentially stifling critical discourse. This narrative
choice, whether intentional or not, highlights the challenges of fostering open discussions on
sensitive topics such as cyberviolence, especially in regions where societal and religious norms
play a significant role. Furthermore, the article's portrayal of Basnat, while withholding crucial
details, underscores the complexities and intricacies of media narratives surrounding gender-
based violence in the MENA region. This approach emphasizes the need for content analysis
that delves deeply into these narratives, unpacks their implications, and advocates for a more

transparent and victim-centric media approach.

Two arrested in Egypt after teenage
girl's suicide sparks outrage

Figure 7: The Legal Station Of 2 Boys in Basnat Case
Source: (BBC News 2022a)

Media Post number seven was related to MENA case number two. When viewed
through the lens of feminist critical discourse analysis (FCDA), the mother’s testimony
provides a rich tapestry of the emotional and societal challenges faced by victims of
cyberviolence and their families in the MENA region. Her reluctance to report the incident,
driven by the fear of societal judgment and repercussions, is not just a personal decision but a
reflection of the broader patriarchal structures and societal norms that many women, especially
Muslim women from MENA, navigate (Daraj Media YouTube 2022). The emotional language
used by Heidi's mother and her portrayal of the victim as trapped in a web of blackmail and
intimidation is not merely a recount of events. Critical Discourse Analysis (CDA) can be
interpreted as a manifestation of power imbalances inherent in acts of cyberviolence. This

narrative choice, whether intentional or not, serves to highlight the gendered power dynamics
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that are central to the focus of this dissertation. Furthermore, the mother's emphasis on the fear
of societal shame and the consequent silence surrounding the victim's suicide is a poignant
reminder of the intersection of cultural, religious, and gendered norms that often silence and
marginalize victims. This intersectionality, especially as it pertains to women and Muslim
women in the MENA region, is central to the exploration of this dissertation. This underscores
the multifaceted challenges faced by victims of cyberviolence where societal perceptions,

religious beliefs, and gender norms converge.
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Figure 8: YouTube interview linking between Basnat Khalid and Heidi Shaheth
Source: (Daraj Media YouTube 2022)

Media Post number eight was related to MENA case number three. The headline's
design, which is aimed at capturing attention and evoking curiosity, is not merely a media
tactic. The lens of feminist critical discourse analysis (FCDA) can be seen as a manifestation
of the broader media landscape's approach to issues of cyberviolence in the MENA region. The
FCDA argues that such headlines not only inform but also shape societal perceptions, often
reinforcing existing power dynamics and gender norms (Republican Yemen 2022). When
analyzed using critical discourse analysis (CDA), the decision to limit reader interaction by not
allowing comments can be interpreted as a discursive strategy to control the narrative and limit
dissenting voices. This reflects broader societal norms in the region, where open discourse,
especially on sensitive topics related to women's issues, is often restricted, further
marginalizing the voices of women, particularly Muslim women, in the region. The omission

of the identity of the blackmailer, while analyzed through content analysis, reveals a pattern
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often seen in media reports from the region. Such omissions can be emblematic of the broader
challenges in addressing cyberviolence in the MENA region, aligning with the dissertation's
objective of exploring societal perceptions, legal frameworks, and media representations.
Sarah's tragic attempt at suicide, exacerbated by the security authorities' inaction, is not just a
singular incident. The lens of the FCDA serves as a poignant example of systemic failures and
patriarchal structures that often leave victims of cyberviolence in the MENA region, especially
women and Muslim women, feeling helpless and unheard. When analyzed, this incident reveals
the deeply entrenched gendered power dynamics and societal norms that underpin such acts of

violence.
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Figure 9: Breaking News from Local News Related to Sarah Alwan
Source: (Republican Yemen 2022)

This study analyzed gendered discourse on social media platforms, focusing on the
representation and portrayal of gender in online discussions and interactions. This analysis
provides insights into the dynamics and patterns of gendered discourse in the context of
cyberviolence against Arab women. From the themes that we identified, including physical
violence, the study uncovered instances of physical violence that manifested in online
discourse. Comments and threats reflecting physical harm are not uncommon, illustrating a
disturbing trend in which words are used as weapons to intimidate and terrorize women. This
theme emphasizes the need to recognize and address online threats as serious indicators of
potential physical violence, requiring legal and societal intervention. The findings revealed that

gendered stereotypes and biases are pervasive in online discourse, with women often facing
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demeaning and derogatory remarks. The portrayal of women in these discussions perpetuated
harmful narratives and reinforced the power imbalance. The anonymity of online platforms
emboldened individuals to perpetrate violence, replicating the dynamics of physical sexual
assaults. These findings underscore the urgent need to challenge gender stereotypes, promote
respectful interaction, and create safer online spaces for women. By addressing the
representation and portrayal of gender in online discussions, interventions, and awareness
campaigns, we can help mitigate cyberviolence and protect Arab women’s rights and well-
being in the digital realm. Overall, the analysis of gender discourse on social media platforms
highlights the complexities and impacts of gendered language and attitudes in shaping the
experiences of women online. This requires a concerted effort to create inclusive and equitable

digital environments that empower women and foster a culture of respect and equality.

5.4.1. Factors of Cyber Violence Against Women

Cyberviolence targets women through online technologies such as cyberstalking,
nonconsensual pornography, hate speech, and harassment. Women often bear the brunt of
severe and distinct forms of cyberviolence. Statistical evidence from Morocco and Egypt
underlines the alarming prevalence of this issue within different communities (European
Institute for Gender Equality [EIGE] 2017; Ministry of Family, Solidarity, Equality, and Social
Development [MFSESD] 2019; Talaat, El Dib, El Sawy, Khodeir, Nour El Din, and Samy
2016).

The impact of social media platforms on cyberviolence is noteworthy, with factors such
as peer influence, anonymity, bystander apathy, instant gratification, and social inequalities
contributing to its amplification (DeKeseredy and Schwartz 2016; Powell and Nicola 2015;
Shearson 2014; Jones 2020).

Economically disadvantaged women are particularly susceptible to the digital divide,
and disparities in technology access exacerbate this problem. Economic dependence further
entraps women in abusive situations, both online and offline (Dragiewicz, Burgess,
Matamoros-Fernandez, Salter, Suzor, Woodlock, and Harris 2018; Lindsay, Booth, Messing,
and Thaller 2016).

The prevalence of intimate relationships and the omnipresence of technology amplify
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the potential for cyberviolence. The absence of immediate feedback and visual social cues in
online interactions creates an environment conducive to the perpetration of violence (Odine
2013; Kowalski and Limber 2007; Dehue, Bolman, and V6llink 2008; Slonje and Smith 2008).

The United Nations Human Rights Council (UNHRC) links cyberviolence against
women with broader goals such as gender equality, empowerment, and human rights. However,
the persistence of cyberviolence underscores its intricate nature and emphasizes the need for
sustained awareness, prevention strategies, and justice for victims (UNHRC 2018).

Within an evolving digital society, the urgent issue of cyberviolence against women
necessitates a comprehensive understanding and collaborative efforts. While the journey
towards a safer digital space is challenging, a targeted approach that considers social,

economic, personal, and technological factors will pave the way for attainable progress.

5.4.2. Women in the Middle East and North Africa Region and the
Media

Arab women's rights activism boasts a rich historical lineage that predates the Arab
Spring. Early protests against forced veiling transformed into expansive campaigns for political
rights. A distinctive hallmark of these movements lies in the leadership of women from middle-
and upper-class backgrounds, leveraging civil society platforms to organize diverse endeavors
that champion women's interests (Ottaway and Hamzaw 2011).

In academic discourse, discussions concerning gender and social movements often
emphasize movements that predominantly address gender-related issues. This proclivity to
concentrate on women's protests becomes evident in recent scholarly works that illuminate
various facets of women's movements (Einwohner, Hollander, and Olson 2000, 680).

Arab societies are deeply entrenched in patriarchal frameworks, as evidenced by their
governing systems and structures. This pervasive influence results in substantial barriers to
progressive change. Moreover, women's movements in the Arab region frequently encounter
criticism for inadvertently perpetuating patriarchal tendencies, resulting in the emergence of a
patron-client leadership model. Comparative analyses further suggest that advancements in
women's rights within the Arab world lag behind those in other regions (Joseph 2020).

This discourse sheds light on the intricate nature of women's rights activism,
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particularly in the Arab world. This underscores the historical evolution of these movements,
the role of the class in shaping activism, the impact of academic discourse, and the challenges
posed by deeply ingrained patriarchal structures. These insights emphasize the multifaceted
complexity of women's rights movements and underscore the imperative for nuanced

comprehension and sustained efforts to surmount entrenched societal barriers.

5.5.Conclusion

This chapter has undertaken a comprehensive exploration of the complex landscape of
cyberviolence against women in the Middle East and North Africa (MENA) region. Through
the lens of Fairclough's Critical Discourse Analysis, the chapter has dissected the intricate
interplay between discourse, gender dynamics, and cyberviolence. It has also illuminated the
role of social media platforms in perpetuating or challenging these dynamics. The chapter has
further delved into the localized experiences of cyberviolence in the MENA region, offering a
nuanced understanding of its manifestations and implications.

The findings of this chapter resonate with the broader themes outlined in the introductory
sections. The factors contributing to cyberviolence against women, such as peer influence,
anonymity, and social inequalities, were evident in the discourse analysis and thematic
categorizations. The economic vulnerabilities of women, particularly those who are
economically disadvantaged, were also reflected in the discussions on response strategies and
localized experiences. These findings align with existing literature that highlights the digital
divide and economic dependence as exacerbating factors in cyberviolence (Dragiewicz et al.,
2018; Lindsay et al., 2016).

The chapter also finds a parallel in the historical context of women's rights activism in
the Arab world. The patriarchal frameworks that govern Arab societies are mirrored in the
gendered discourse and power dynamics observed in cyberviolence. The difficulties in
preventing cyberviolence mirror the difficulties faced by women's movements in the Arab
world, as discussed in academic discourse. The patron-client leadership models and the lag in
advancements in women's rights in the Arab world are indicative of the systemic barriers that
make cyberviolence a particularly challenging issue to address (Joseph 2020).

The United Nations Human Rights Council's linkage of cyberviolence with broader goals
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such as gender equality and human rights (UNHRC 2018) underscores the urgency and
complexity of this issue. The chapter's findings contribute to this global discourse by offering
a detailed analysis of the MENA-specific context, thereby enriching the understanding of
cyberviolence as a global phenomenon with localized nuances.

This chapter serves as a microcosm of the broader challenges and intricacies involved in
understanding and combating cyberviolence against women in the MENA region. It calls for a
multi-pronged approach that addresses the social, economic, personal, and technological
factors contributing to this form of violence. The chapter emphasizes the need for sustained
awareness, prevention strategies, and justice for victims in line with global human rights goals.
It contributes to both scholarly discourse and practical interventions aimed at creating a safer
digital space for women, thereby aligning with the broader objectives of gender equality,

empowerment, and human rights.
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6. CHAPTER SIX: DISCUSSION

6.1.Introduction

This thesis aims to elucidate how social media posts contribute to the harm and death
of women, particularly in the Middle East and North Africa (MENA) region. Utilizing
Fairclough's Critical Discourse Analysis and sociocultural practices, this research explores the
construction and emphasis of hegemonic and masculine interpretations of women and how
these exert influence through discourse. A feminist critical discourse analysis framework
guided the data analysis, enabling a comprehensive examination of social media posts, social
transformation, and concepts such as ideology, power, and domination. The data were
categorized through textual and qualitative content analyses encompassing various aspects.
Specifically, four stories were selected for the analysis: Basant Khalid, Heidi Shata, Sarah
Alwan, and Zainab Zuaiter, representing women from different Middle Eastern and North
African countries. This study aimed to investigate the discourse surrounding women's
experiences of cyberviolence on social media platforms, explore women's awareness and
responses, and examine media portrayals of cyberviolence against women. This thesis also
analyzed participants' responses using hashtags associated with victims and topics present in
posts containing these hashtags.

By focusing on these case studies and employing critical discourse analysis, this thesis
seeks to enhance our understanding of the role of social media in perpetuating violence against
women. This study aims to reveal how societal norms, power structures, and gender dynamics
shape and influence the discourse surrounding cyber violence. By examining social media posts
and responses, this thesis endeavors to elucidate the complexities of cyberviolence against
women in the MENA region and its implications for gender equality and social justice.

The subsequent sections delve into the findings and insights derived from the analysis,
reflecting cultural and traditional discourses surrounding cyberviolence. They discuss the
excuses and arguments raised and explore the broader implications of the research questions.

The limitations of this thesis are acknowledged, and policy recommendations and
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considerations are proposed based on the research findings.

In summary, this thesis contributes to the understanding of cyberviolence against
women in the MENA region by analyzing social media discourse. By employing critical
discourse analysis and feminist perspectives, this thesis seeks to unveil the underlying power
dynamics, gendered interpretations, and societal norms that shape women's experiences in the
digital sphere.

The discussion section provides a comprehensive analysis of the themes that emerged
from the data, aiming to interpret the findings within the context of existing research and
theoretical frameworks. It focuses on the implications of the identified themes, their alignment
with the research objectives, and their potential contribution to addressing cyberviolence
against women in the MENA region.

The themes identified underscored the complex landscape of cyberviolence against
women in the MENA region. The prevalence of violence-related keywords reflects the
alarming prevalence and diverse manifestations of online violence. These findings align with
previous research that has highlighted the pervasive nature of cyberviolence, emphasizing the

need for targeted interventions to address this issue.

6.2. Technology, Social Media, and Their Affordances in Facilitating

Sexual Violence: A Feminist Critical Discourse Analysis

The digital sphere, often lauded as a frontier for innovation and connectivity, has
paradoxically emerged as a perilous landscape for Arab women in the MENA region. This
study employs a feminist critical discourse analysis framework to scrutinize how the
affordances of social media platforms enable abusive behaviors like defamation,
impersonation, and the unauthorized sharing of private images. This framework serves as an
essential lens for understanding the power dynamics, gender roles, and systemic inequalities
that make Arab women in the MENA region particularly vulnerable to digital abuse (Secretariat
2023). The feminist critical discourse analysis framework critiques the perpetuation of
patriarchal norms and power imbalances through language and discourse, including in online

spaces (Lazar 2007). It further allows for a nuanced understanding of the systemic inequalities
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that disproportionately heighten women's vulnerability to digital violence. For instance,
statistics indicate that over 50% of Arab women have been exposed to some form of online
violence, a figure exacerbated by high social media penetration rates in the region (IFES 2020).

The analysis is contextualized through four harrowing cases from the MENA region,
which serve as microcosms of systemic gender-based violence. Basant Khalid's tragic demise
exemplifies how the affordance of anonymity on platforms like Facebook can be exploited,
aligning with feminist critiques that anonymity in digital spaces often serves to uphold
patriarchal power structures (Holt, Blevins, and Burkert 2010). Similarly, Heidi Shata and
Sarah Alwan's experiences reveal the unique vulnerabilities faced by young Arab women and
activists. Platforms like Twitter and Instagram facilitate the rapid dissemination of extortion
material deeply rooted in patriarchal norms (Martinez-Pecino and Duran 2019).

However, it's crucial to note that social media also offers tools for feminist activism and
redress. Arab women have leveraged platforms to voice their experiences and advocate for
legal reforms, as seen in campaigns like #MosqueMeToo and #EndMaleGuardianship (Al-
Ghabra 2021). This dual role of social media - both as a facilitator and a mitigator of violence
- underlines the need for holistic strategies that leverage technology's potential while protecting
women's rights and safety. Zainab Zuaiter's execution, categorized as an "honor killing,"
demonstrates how traditional forms of violence against Arab women are perpetuated and
sometimes even amplified in digital contexts (Grewal 2013). Different social media platforms
have unique affordances that can either mitigate or exacerbate violence. For instance,
Snapchat's disappearing messages can facilitate non-consensual image sharing, while Twitter's
retweet function can amplify defamation (Nagy 2018). Given the devastating impact of these
cases, there is an urgent need for robust legal frameworks that specifically address the unique
challenges posed by social media platforms. These should be designed in consultation with
diverse stakeholders, including women's advocacy groups, technology companies, and law
enforcement agencies (Briggs, Simon, and Simonsen 2011).

In conclusion, this study, through a feminist critical discourse analysis framework,
illuminates the systemic nature of digital violence against Arab women in the MENA region.

It calls for comprehensive, multi-stakeholder strategies to formulate robust legal and policy
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frameworks that empower women and address these transgressions in the digital realm.

6.3. Themes Categories Analysis: Unveiling the Landscape of Cyber
Violence Against in the Middle East and North Africa Region

The analysis focused on the prevalence of keywords related to physical violence,
signaling an alarming trend in violent language in online discussions. This theme not only
highlights the potential for real-world harm but also unveils the underlying attitudes and social
dynamics that contribute to such discourse. The emergence of terms such as "kill," "murder,"
and "threatened" within the theme of physical violence serves as a stark reminder of the direct
threats that women face in the digital realm. These findings emphasize the urgent nature of
these threats, echoing concerns regarding the potential escalation of cyberviolence into tangible
harm. It is imperative to recognize the severe implications of such threats and formulate
strategies that provide immediate support to victims while deterring potential perpetrators.
Furthermore, the analysis captured a strong consensus among participants regarding the gravity
of physical violence against women in the MENA region. This collective condemnation
underscores the immediate need to address this issue and aligns with broader efforts to draw
attention to the devastating consequences of gender-based violence on women's well-being.

The theme of emotional and psychological violence assumes prominence, shedding light
on the impact of cyberviolence on victims' mental well-being. This theme emphasizes the need
to comprehend the emotional toll that online interactions cause and the crucial requirements of
support mechanisms to address these psychological effects. The analysis of emotional and
psychological violence revealed that women who engage in online interactions experience
severe emotional distress. The prevalence of terms like "abuse" and "family" underscores the
convergence of personal and societal factors that contribute to this distress. This underscores
the necessity for comprehensive mental health support services tailored to women affected by
cyberviolence and highlights the significance of raising awareness of the potential
psychological consequences of online harassment. The findings within the Emotional and
Psychological Violence theme highlight a heartbreaking concern: girls resorting to suicide out

of fear of scandal. The moving post, which vehemently opposes accepting such tragic outcomes
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in any situation, emphasizes the urgency of addressing the emotional toll that societal pressure
has on issues related to honor and family reputation. This emphasizes the need to create an
environment that nurtures emotional well-being and provides robust mental health support,
ensuring that no individual is driven towards extreme measures.

This resonates with broader discussions on mental health, necessitating the challenge of
traditional norms that adversely affect women's psychological well-being. Conversations on
emotional and psychological violence underline empathy for victims facing societal pressures
and challenge the acceptability of compromising individual well-being to preserve societal
reputation. This convergence aligns with the critical discourse on harmful norms that
perpetuate violence and further underscores the significance of addressing these issues within
conservative societies. The prevalence of physical violence and emotional and psychological
violence themes underscores the urgency of addressing the continuum of violence that
permeates individuals' lives. Discussions revolving around these themes will delve deeper into
the immediate and long-term consequences of violence on victims and their communities.

The analysis delves into the discussion of gender-based violence, accentuating the role of
traditional norms and societal expectations in perpetuating violence against women. This theme
underscores the intricate interplay between cultural factors and online violence and advocates
culturally sensitive interventions. The Gender-Based Violence theme elucidates how
cyberviolence perpetuates and reinforces traditional gender roles and societal expectations. The
presence of terms like "honor" and "family" brings to light the deeply entrenched cultural
norms in online spaces. These findings underscore the necessity of education and awareness
campaigns aimed at challenging detrimental stereotypes and fostering inclusive online
behaviors that promote gender equality. Discussions surrounding gender-based violence
highlight the intersection of gender and violence. The collective concern about the perpetuation
of harmful norms reflects the broader urgency to challenge them. The exploration of the
concept of "honor" and its association with masculine dominance and violence underscores the
need for comprehensive strategies to empower women and secure their safety. The theme of
gender-based violence brings to the fore the interplay between cultural norms, gender roles,
and violence against women, underscoring the need to challenge deeply ingrained norms that
perpetuate violence and victimization.

The analysis underscores the participants' discussions of legal aspects and justice
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mechanisms, portraying a collective demand for accountability. This theme underscores the
importance of effective legal frameworks for addressing cyberviolence and ensuring that
perpetrators face consequences for their actions. The discussion on the legal and justice aspects
highlights participants' frustration with the inadequacy of legal responses to cyber violence.
The inclusion of terms like "legal," "justice," and "crime" emphasizes the call for
comprehensive legal reforms addressing online violence. These findings underscore the
necessity of collaboration between governments, civil society, and technology platforms in
developing robust legal frameworks to safeguard women's online rights. Participants
consistently expressed dissatisfaction with the efficacy of the existing legal systems in handling
violence against women. The discussions mirror wider concerns about justice and advocate for
systemic reform. These findings underscore the importance of reassessing legal frameworks to
enhance victims’ protection and hold perpetrators accountable.

The theme of online violence illuminates the diverse forms that cyberviolence takes, from
harassment to stalking and beyond. This theme underscores the necessity for comprehensive
strategies to tackle the various harmful behaviors that prevail in the digital realm. The
prevalence of discussions on online violence serves as evidence for an alarming increase in
cyberharassment against women. The participants’ personal experiences further highlight the
urgency of addressing this issue. The findings underscore the pivotal role of digital platforms
in curbing online violence, necessitating effective measures to ensure women's safety in virtual
spaces.

The analysis directs attention to discussions concerning cultural and societal influences,
drawing focus on the deeply ingrained norms that perpetuate violence. This theme underscores
the significance of challenging cultural barriers and promoting awareness and education to
reshape attitudes and behaviors. Cultural and societal themes elucidate the impact of cultural
and societal factors on the prevalence of cyber violence. The emphasis on terms like "cultural,"”
"societal," and "conservative society" underscores the intricate interplay between cultural
norms, religion, and gender dynamics. This highlights the need for culturally sensitive
interventions that acknowledge the diverse experiences within the MENA region and work
towards eliminating cyberviolence.

This analysis offers a comprehensive understanding of the landscape of cyberviolence

against women in the MENA region. These themes underscore the complexity arising from
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societal norms, cultural expectations, legal frameworks, and the digital realm. These findings
underscore the urgency of targeted interventions that acknowledge the intersection between
gender, culture, and power dynamics. Subsequent sections will further explore the implications

of these themes, aligning them with the research objectives and contributing to the overarching

discourse on addressing cyberviolence against women in the MENA region.

Potential Strategies for

Violence

Emotional Distress

Theme Forms of Cyberviolence .
Intervention
Physical Violence Threats, Actual Physical Immediate quport, Legal
Harm Action
Emotional/Psychological Insults, Harassment, Mental Health Support,

Awareness Campaigns

Gender-Based Violence

Stalking, Trolling, Doxing

Education, Awareness

Campaigns
Legal And Justice Issues Inadequate Legal Legal Reform, Advocacy
Frameworks
Online Violence Harassment, Stalking, Platform Regulation, User
Cyberbullying Education
Cultural/Socictal Influences Cultural Norms, Societal Cultural SGI%SI‘[IVIty,
Pressures Education

Tabel 2: Forms of Cyberviolence and Potential Strategies for Intervention

The various forms of cyberviolence specifically directed at women in the MENA region
are complex and multifaceted, as summarized in the table above. These forms range from
physical threats to emotional and psychological harm, each requiring a unique set of strategies
for intervention. For instance, the theme of physical violence not only highlights the potential
for real-world harm but also unveils the underlying attitudes and social dynamics that
contribute to such discourse. Emotional and psychological violence, on the other hand,
emphasizes the need for comprehensive mental health support services tailored to women
affected by cyberviolence.

The table also points out the importance of legal frameworks and societal norms in
shaping the landscape of cyberviolence. For example, the theme of legal and justice issues
underscores the necessity of collaboration between governments, civil society, and technology
platforms in developing robust legal frameworks to safeguard women's online rights. Similarly,

the theme of cultural and societal influences highlights the need for culturally sensitive
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interventions that acknowledge the diverse experiences within the MENA region.

By offering a structured overview alongside detailed thematic analysis, this section
aims to provide a comprehensive understanding of the landscape of cyberviolence against
women in the MENA region. These findings underscore the urgency of targeted interventions

that acknowledge the intersection between gender, culture, and power dynamics.

6.4.Cyberviolence Experiences and Its Effects and Impact in the Middle
East and North Africa Region

The digital landscape, while offering myriad opportunities for social interaction and
self-expression, has also become a perilous environment for women, particularly in the Middle
East and North Africa (MENA) region. This section aims to provide a comprehensive analysis
of the experiences, effects, and impacts of cyberviolence against women in the MENA region,
employing a feminist critical discourse analysis framework. Insightful cases that serve as
microcosms of the larger issue, such as those of Basant Khalid, Heidi Shata, Sarah Alwan, and
Zainab Zuaiter, inform the analysis.

The psychological toll of cyberviolence is devastating. Victims often experience severe
anxiety, depression, and feelings of powerlessness. Tragic cases like that of Basant Khalid,
who took her own life after being blackmailed with manipulated photos on Facebook, highlight
the devastating toll that cyberviolence can have on individuals. Given the anonymity and
impunity that social media platforms frequently offer, the feminist critical discourse analysis
framework enables us to understand these psychological effects as manifestations of systemic
gender-based violence (Holt, Blevins, and Burkert 2010).

Socially, victims like Heidi Shata experience isolation and withdrawal from social
interactions due to fear and suspicion. This social ostracization is deeply rooted in patriarchal
norms and power imbalances that stigmatize victims rather than perpetrators. The framework
also highlights how patriarchal norms and power imbalances contribute to the social
consequences of cyberviolence, particularly in societies with deeply entrenched gender roles
(Secretariat 2023).

Beyond psychological and social ramifications, cyber violence can escalate to physical
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harm. The example of Sarah Alwan, a human rights activist from Yemen who attempted suicide
after experiencing cyber extortion, underscores the real dangers associated with cyberviolence.
Physical symptoms such as headaches, exhaustion, and sleep difficulties often accompany
these traumatic experiences.

Financial and career repercussions are an additional concern. Victims of cyberviolence
may encounter obstacles while pursuing job opportunities, leading to job losses and financial
instability. While not directly related to cyberviolence, the case of Zainab Zuaiter highlights
the broader societal challenges and the intersection between online and offline violence against
women in the MENA region.

Addressing cyberviolence against women in the MENA region presents a legal challenge.
It is difficult to identify and prosecute offenders because of the anonymity that online platforms
provide. The intersection of gender with other factors like race, ethnicity, and religion further
complicates this by adding more obstacles for victims seeking assistance and justice.

The socio-cultural dimensions are perhaps the most entrenched, as they involve deeply
rooted patriarchal ideologies, gender inequality, and societal norms. The term "shadow
pandemic" has been used to describe the alarming increase in violence against women,
particularly during the COVID-19 pandemic.

In conclusion, the cases of Basant Khalid, Heidi Shata, Sarah Alwan, and Zainab Zuaiter
serve as harrowing reminders of the profound and multifaceted impact of cyberviolence on
women in the MENA region. Socio-cultural factors make these impacts worse and span
psychological, social, physical, economic, and legal dimensions. Addressing this pressing issue
requires comprehensive strategies that include robust legal frameworks, targeted awareness

campaigns, and societal interventions that are sensitive to the region's unique challenges.
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6.5.Distinctive =~ Methodological Approach in  Understanding
Cyberviolence in the Middle East and North Africa Region

This research distinguishes itself from prior studies by uniquely integrating feminist
critical discourse analysis with content analysis. This methodological synergy allows for a
nuanced exploration of the gendered discourse and intricacies of social media content
concerning cyberviolence against women in the MENA region. Building upon this unique
methodological approach, the research delves into specific factors that perpetuate
cyberviolence against women in the MENA region, thereby providing a more comprehensive
answer to the research question.

Patriarchal norms and societal expectations play a significant role in perpetuating
cyberviolence against women in the MENA region. These norms can lead to women being
blamed for the violence they experience or make it difficult for them to report cyberviolence.
For example, the case of Basant Khalid, a Saudi Arabian woman who was cyberbullied and
harassed after posting a photo of herself without a headscarf, highlights the way in which
patriarchal norms can be used to justify cyberviolence against women. This aligns with the
feminist critical discourse analysis framework, which offers a granular understanding of the
latent power dynamics, gendered interpretations, and societal norms that shape women’s digital
experiences.

The MENA region also has a number of legal gaps that contribute to the perpetuation
of cyberviolence against women. For example, some countries do not have laws that
specifically criminalize cyberviolence, or the laws that do exist are not enforced effectively.
This can make it difficult for women to seek justice for cyberviolence. These legal gaps are
particularly alarming when considered in the context of specific case studies like that of Basant
Khalid, which emphasize the urgent need for robust legal protections and awareness
campaigns.

The absence or inadequacy of reporting mechanisms can also contribute to the
perpetuation of cyberviolence against women. For example, women may be afraid to report

cyberviolence because they do not think it will be taken seriously or because they fear
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retaliation. This can make it difficult to track and address the problem of cyberviolence.
Content analysis meticulously dissects social media posts and reveals specific patterns and
trends in cyber violence, such as the vulnerabilities faced by activists like Sarah Alwan, thereby
highlighting the need for effective reporting mechanisms.

The unique cultural and societal dynamics of the MENA region also contribute to the
underlying factors that perpetuate cyberviolence against women. For example, the region's
patriarchal cultures can make it difficult for women to speak out against cyberviolence or to
access justice. This is reflected in the case of Zainab Zuaiter, which underscores the ongoing
challenges faced by Lebanese women and the need for comprehensive efforts to address
domestic violence, including so-called "honor killings."

In summary, this research provides a fresh perspective on the discourse on
cyberviolence against women, with particular emphasis on the MENA region. By spotlighting
specific case studies, weaving together feminist critical discourse analysis with content
analysis, and delving into themes reflective of the region's unique cultural and societal
dynamics, this thesis enriches the existing academic tapestry on this topic. These findings
underscore the pressing need for tailored, region-specific societal, legal, and policy
interventions to address the multifaceted challenges of cyberviolence in the MENA region.
This research has shown that patriarchal norms, legal gaps, and the absence of effective
reporting mechanisms all contribute to the perpetuation of cyberviolence against women in the
MENA region. These findings have important implications for policy and practice.
Governments and civil society organizations need to work together to address these underlying
factors and create a more enabling environment for women to safely and effectively use the

internet.
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6.5.1. Cultural and Traditional Discourse

Concepts of honor and shame have a significant influence on the cultural and traditional
discourse surrounding cyberviolence against women. To conceal the humiliation caused by a
violent cybercrime committed by a woman, particularly if she is no longer perceived as pure,
families in many communities may resort to 'honor crimes' (Kulczycki and Windle
2011). Honor is closely linked to the expected conduct of group members, while shame is
associated with violations of these standards (Gill 2010). Families often prioritize
upholding honor and avoiding humiliation, which forms the foundation for their actions.

Participants in social media communities engaged in a discourse that challenged the
concept of "honor killings," contending that the term fosters violence and sexism. Their
arguments suggest that violence against women should not be viewed as a manifestation of
honor but rather as a crisis of masculinity in the region. According to Van Dijk (1997),
discursive practices can have significant ideological impacts, contributing to the establishment
and continuation of unequal power relations. These arguments raise crucial questions regarding
the dynamics of discourse power and social influence.

The deeply rooted cultural values in the MENA region, particularly those related to
honor and shame, have substantial implications for interventions aimed at addressing
cyberviolence against women, such as awareness campaigns, policy measures, and
community-based interventions.

Awareness Campaigns: Effective awareness campaigns should be imbued with cultural
sensitivity. Acknowledging the importance of honor and shame in the MENA region is pivotal.
Campaigns can strategically reframe these notions, emphasizing that true honor is based on
respecting and upholding women's rights and dignity. Involving influential religious and
community leaders can further amplify the reach and impact of campaigns. Moreover,
employing storytelling and testimonials can challenge the stigma associated with being a
victim, shifting the narrative from victim blaming to holding the perpetrators accountable.

Policy Measures: Addressing cyberviolence necessitates robust legal reforms that

prevent honor from being misused as a justification for violence against women. Establishing
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comprehensive support systems such as helplines and shelters can provide victims with refuge.
Ensuring that these systems are culturally sensitive is vital for preventing further stigmatization
when women seek assistance. Furthermore, providing training to law enforcement agencies
and the judiciary can ensure that they approach cyberviolence cases with the required cultural
nuances and empathy.

Community-Based Interventions: Organizing community dialogues and workshops can
create a space for reflection and challenge deeply ingrained notions of honor and shame.
Engaging men and boys in these discussions is critical, as they play a pivotal role in
perpetuating or challenging cultural discourses.

In conclusion, the cultural discourses surrounding honor and shame in the MENA
region present both challenges and opportunities. Tailoring interventions to resonate with the
local context ensures their effectiveness in addressing the complexities of cyberviolence

against women in the region.

6.5.2. The Impact of Hashtag Campaigns on Addressing Cyber
Violence Against Women in the Middle East and North Africa
Region

The emergence of hashtag campaigns such as #Basant Khalid, #Heidi Shata,
#Sarah Alwan, #Zainab_Zuaiter, "justiceforbasantkhaled," "justiceforsarahalwan,"
"justiceforheidishata," and "justiceforzainabzauaiter" has ignited discussions on social media
about the victims of cyberviolence. These campaigns have shed light on patriarchal demands
that compel women to uphold family honor. Allegations against Basant Khalid, Heidi Shata,
Sarah Alwan, and Zainab Zuaiter have been seen as representations of perceived dishonorable
acts that ultimately led to tragic fates.

Social media users harness hashtags to advocate for action and rally support for victims
of cyber violence, thereby increasing their awareness of these crimes. These hashtags have
become platforms for illuminating injuries faced by women in the Middle East and North
Africa (MENA) region. Discussions frequently center on the root causes of these issues,

exposing the patriarchal ideology that bestows men with power over various aspects of their

99



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

lives and resources. The prevalence of this ideology is identified as a contributing factor to the
perpetuation of cyberviolence, encompassing the categories of "cultural and societal violence,"
"online violence," and "physical violence."

Moreover, members of social media communities express strong emotions that
substantiate their assertions. The language employed in their posts demonstrates text framing,
referential phrases, and legitimization tactics, underscoring the intensity of their sentiments.
These campaigns can be regarded as antipatriarchal manifestations of hashtag activism's
potential to disseminate alternative interpretations of social issues, such as cyber violence.
These campaigns have given rise to alternative dialogues that challenge prevailing
norms and have drawn attention to these incidents.

Additionally, the data indicated that messages advocating protests and justice offer
platforms for diverse voices. Although some users in the sample possessed verified accounts
(celebrities, influencers, activists, politicians, and journalists), the majority were private
individuals. These voices collectively amplify the impact of the offline movement
by propagating awareness through hashtags and motivating social media communities to
engage in petitions and protests. Reports from sources like Albayan (2022) and Masrynet
(2022) provide evidence that these initiatives have produced tangible positive outcomes in the
investigations of the Basant Khalid and Heidi Shata cases. This underscores how hashtags can
promote democracy by facilitating conversations between individuals with varying
perspectives, disseminating information, and presenting counterarguments to prevailing
discourse.

By scrutinizing excuses and arguments in response to cyber violence, this thesis sheds
light on the potency of social media activism and the potential of hashtag campaigns to contest
prevailing narratives, heighten awareness, and spur societal changes. Leveraging hashtags as
tools for advocacy furnishes marginalized voices with a platform, contributing to a more
extensive conversation on gender-based violence and women's rights in the MENA region.

The digital age ushered in a novel era of activism, with social media platforms emerging
as pivotal arenas for discourse, advocacy, and change. This thesis’ exploration of the excuses
and arguments surrounding cyberviolence underscores the transformative potential of such
platforms, particularly when harnessed effectively.

One of the most significant advantages of social media activism is its ability to challenge
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and disrupt dominant narratives. Traditional media outlets, which frequently reflect political,
economic, or cultural biases, might not always present a thorough or impartial viewpoint on
issues like cyberviolence. By contrast, social media platforms permit the democratization of
voices through hashtag campaigns. Every individual, regardless of their background or status,
has the potential to share their viewpoints, fostering a more holistic comprehension of the issue.

Hashtag campaigns, inherently designed to spread rapidly, possess the capacity to
educate a vast audience on specific issues, including cyberviolence. For many, a trending
hashtag might serve as an initial exposure to the intricacies and realities of such violence,
prompting them to seek further information and, eventually, become advocates.

Beyond awareness, the true power of social media activism resides in its potential to drive
tangible change. As observed in this thesis, the reactions and discussions surrounding
cyberviolence can lead to real-world consequences, ranging from policy reforms to shifts in
societal attitudes. The masses’ collective voice, amplified through platforms such as Twitter
and Facebook, can exert pressure on institutions, resulting in reforms and actions that might
otherwise have been unattainable.

Throughout history, marginalized groups have often grappled to find platforms to voice
their concerns and experiences. Social media, with its global reach and accessibility, has altered
this dynamic. Hashtags metamorphose into rallying cries, uniting individuals across geography
and backgrounds. In the context of the MENA region, where discussions on gender-based
violence might be stifled due to cultural or societal reasons, these platforms provide a safe
space for many to share their stories, seek support, and advocate for change.

Discussions concerning cyberviolence in the MENA region, as illuminated by this thesis,
form part of a broader global dialogue on gender-based violence. By focusing on specific
regional nuances while also connecting to the universal themes of gender rights and equality,
these hashtag campaigns contribute to a richer and more nuanced worldwide conversation on
the issue.

In conclusion, activism in the digital realm, as exemplified by discussions on
cyberviolence, showcases the profound influence of social media platforms in shaping societal
narratives, driving awareness, and instigating change. As the world becomes increasingly

interconnected, the power of hashtag campaigns and online activism grows, offering hope for
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more inclusive, equitable, and just societies.

6.5.3. Are Cyberviolence Behaviours Perceived As Criminal

In the MENA region, there is a clear disparity in how men and women perceive
cyberviolence. Men generally face less skepticism and questions about their credibility than do
women. This discrepancy is deeply ingrained in the patriarchal norms prevalent in the region.
These norms dictate that women must uphold family honor both online and offline, and any
perceived deviation from these norms can lead to public shame, social exclusion, and even
physical violence. This bias highlights broader concerns about power dynamics and gender
inequalities within the region.

Although the data collected for this thesis provides a comprehensive analysis of the
text, it is important to acknowledge that the sample size was relatively small. Although too
much data can hinder an in-depth examination, a larger dataset could offer a more diverse range
of experiences and perspectives, potentially leading to a more nuanced understanding of the
issue.

A significant challenge in combating cyberviolence is the need for greater attention to
information security. Despite the increasing complexity of information and communication
networks, instances of violence have been linked to a lack of understanding of internet usage.
This underscores the urgent need for improved cybersecurity strategies and awareness
campaigns, particularly in the MENA region, where societal norms can amplify the impact of
cyberviolence.

Cybercrime, including cyberviolence against women, is prevalent; however, only a few
studies have been conducted on this topic. Serious offenses may go unnoticed, as indicated in
previous research. Underreporting can be attributed to the stigma and societal blame that
victims may face, particularly in the MENA region. While each country has its own internal
regulations, many lack a robust legal framework to effectively address cybercrime.
Establishing strong legal safeguards and regularly updating laws and regulations are essential
to keeping up with the evolving nature of cybercrime.

Intimate partner victimization is another significant concern, with specific demographics
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such as college students being particularly susceptible. While prior research has explored the
risk factors for physical, sexual, and psychological partner violence in this age group, recent
studies have been criticized for not considering a broader spectrum of behaviors that can be
deemed abusive. The role of social media in perpetuating cyberviolence against women in the
MENA region is evident in news headlines that often reinforce societal biases, thus
contributing to this problem.

Addressing cyberviolence against women in the MENA region requires a
comprehensive approach that considers societal perceptions and the necessity for robust legal
frameworks. The deeply ingrained patriarchal norms and evolving nature of cybercrimes
present unique challenges that need to be tackled comprehensively to ensure the safety and

dignity of women in the digital realm.

6.5.4. Theoretical Framework: Feminist Critical Discourse Analysis

The identified themes have significant implications for research and practical
interventions. They underscore the imperative for multifaceted strategies that address various
dimensions of cyberviolence, from legal reforms to cultural sensitization programs. The
prevalence of violent language and harmful attitudes underscores the importance of
establishing secure online spaces and fostering digital literacy. This study's contributions
extend to a broader discourse on gender equality and women's rights in the digital age. By
dissecting the intricate interplay among violence, cultural norms, and online platforms, this
study provides invaluable insights into the complex phenomenon of cyberviolence against
women in the MENA region. It is crucial to acknowledge the limitations of this study,
including its reliance on social media data and the potential biases inherent in the collected
posts. Subsequent research endeavors could delve into the impact of interventions, the efficacy
of legal measures, and the role of education in mitigating cyberviolence.

Thematic analysis accentuates the urgency to address cyberviolence against women in
the MENA region. As online platforms continue to significantly influence societal perceptions,
interventions should be geared towards both preventive measures and robust support systems

for victims. These findings underscore the necessity for collaborative efforts involving

103



Interuniversitary Institute of Social Development and Peace

INTERNATIONAL MASTER AND DOCTORATE

UNIVERSTIAT IN PEACE, CONFLICT AND DEVELOPMENT STUDIES

governments, NGOs, technology companies, and educational institutions to combat
cyberviolence. Moreover, the intersectionality of factors such as culture, religion, and gender
underscores the need for tailored interventions that address the unique challenges faced by
Muslim girls in conservative societies. Subsequent research could further explore the specific
experiences of this demographic, aiming to unearth culturally sensitive strategies to
address cyberviolence. The theme of cultural and societal dynamics illustrates a robust
discourse that challenges ingrained cultural norms, particularly those that perpetuate gender-
based violence. The highlighted post eloquently rejects the notion that girls should be driven
to the brink of suicide out of fear of disgrace. This perspective embodies the growing resistance
against societal norms that compromise individual autonomy and mental well-being under the
guise of honor.

The convergence of culture, gender dynamics, and mental health has become a critical
concern. By contesting such norms, participants advocated for a more inclusive and
compassionate society that prioritizes women's lives and well-being above societal judgments.
This sentiment resonates with the broader movement to dismantle harmful gender stereotypes
and cultivate environments that empower women to make informed decisions about their lives.
These findings also highlight the intricate power dynamics at play. Themes such as "Legal and
Justice" and "Online Violence" lay bare the unequal distribution of power, with legal systems
struggling to deliver justice to victims while the digital realm becomes a conduit for
perpetuating harm. This underscores the necessity to rectify systemic imbalances and ensure
comprehensive legal safeguards. The theme of "online violence" reflects the expansion of
violence into the digital realm. The prevalent use of terms like "harassment" and "threatened"
underscores the urgent requirement for effective strategies to combat online violence, thereby
ensuring the well-being and digital rights of victims.

The findings of this study align closely with the theoretical framework of feminist
critical discourse analysis (FCDA), which underscores power dynamics, gender norms, and
societal inequalities embedded in language. This framework offers a nuanced understanding of
how language reflects and perpetuates violence against women, particularly in the MENA
region. The FCDA recognizes women as active agents advocating for change and aims to
galvanize public support, challenge conventional authority, and reshape power dynamics,

demonstrating the potential of language to propel social transformation. The critique
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of patriarchal religions elicited multifaceted responses among Arab Muslim women in the
MENA region. While acknowledging these challenges, Arab Muslim women might identify
prospects for critical dialogue regarding the nuanced nature of their religious interpretation.
This aligns with the need for context-sensitive approaches to address gender inequalities that
encompass the interplay between religious, cultural, and social factors.

This analysis enriches global dialogue on gender, religion, and social justice. By
underscoring the necessity of nuanced and context-specific approaches, this study advances the
understanding that transformative change requires acknowledging diverse perspectives and
experiences. This finding reinforces the significance of dismantling systemic gender
inequalities and upholding women’s rights and dignity. By seamlessly incorporating these
revisions into the outline, the Discussion section will encompass a comprehensive exploration
of the implications, findings, and theoretical frameworks concerning cyberviolence against
women in the MENA region.

In conclusion, the discussion delves into the nuanced interpretation of the identified
themes and connects them to theoretical frameworks and practical implications. The study's
findings contribute to ongoing efforts to combat cyberviolence against women, offering
insights that can inform policies, interventions, and further research in the MENA region and
beyond. This comprehensive analysis sheds light on the multifaceted nature of violence against
women in the digital realm, particularly in MENA. The themes, ranging from cultural norms
and societal dynamics to the role of technology and power imbalances, collectively underscore
the urgency of addressing cyberviolence. These implications can be extended to research and
practice. The prevalence of violent language and harmful attitudes underscores the importance
of creating safe online spaces and promoting digital literacy. By recognizing the
intersectionality of factors such as culture, religion, and gender, tailored interventions can be
developed to address the unique challenges faced by different demographics, such as Muslim
girls in conservative societies. Moreover, this study's alignment with feminist critical discourse
analysis highlights the transformative potential of language to challenge harmful norms and
advocate for change. There is an urgent need for comprehensive strategies involving diverse
stakeholders, from governments and NGOs to technological companies and educational
institutions. As online platforms continue to shape societal attitudes, this study's findings

emphasize the necessity of preventive measures and support mechanisms for victims.
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Ultimately, the analysis contributes to the broader discourse on gender equality, women's
rights, and the need for systemic change in the digital age, reinforcing the importance of

dismantling gender inequalities and fostering a more inclusive society.

6.5.5. Cyberviolence and Sustainable Development Goals

The potential of information and communication technologies (ICTs) to empower
women and foster their active participation in society has gained prominence through
events such as the World Summit on the Information Society (WSIS) in 2003, 2005, and 2013.
Acknowledging this potential, the 55th and 57th sessions of the UN Commission on the Status
of Women highlighted the pivotal role of ICTs in advancing gender equality. This
acknowledgment materialized in the 2030 Agenda for Sustainable Development, particularly
in Goal 5, which is dedicated to achieving gender equality. Within this goal lies the aspiration
to combat the sexual harassment of women and girls in public spaces, as well as the violence
perpetrated against them (UN 2013).

The United Nations commitment to achieving global gender equality, empowering
women and girls, and safeguarding human rights extends to the MENA region. A resolution
has been adopted to address violence against women and girls (VAWG), with a particular
emphasis on sexual harassment. This resolution requires member states to intensify their efforts
to eliminate all forms of VAWG. This underlines the significance of establishing gender-
sensitive policies, raising public awareness, bolstering legal frameworks, and ensuring access
to justice and support services for victims of the VAWG (UNGA 2019).

Despite cultural and patriarchal influences, legal constraints, and information scarcity,
reporting instances of cyberabuse against women is crucial for seeking assistance and justice.
Unique coping mechanisms, such as confronting perpetrators or discontinuing online platform
use, have been identified in various studies (Malanga 2020). To combat cybercrime, the Union
Ministry of Women and Child Development in India emphasizes collective action and advises
victims to seek guidance from reliable individuals, groups, or authorities such as the police.

Gathering evidence such as screenshots or recordings can substantiate these reports (Bhat and
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Ahmad 2022).

The following section draws on multiple theories to illuminate the significance of each
study. Gender-based theory delves into different forms of violence, including physical, verbal,
psychological, and sexual. Feminist theory sheds light on gender inequality, stereotyping, and
the fourth wave of patriarchy. In addition, the theory of online crime was explored.

The 2030 Agenda for Sustainable Development, ratified by UN member states in 2015,
underscores the detrimental impact of violence against women and girls on well-
being. Sustainable Development Goals (SDGs), such as Goal 5 on gender equality, Goal 16 on
inclusive societies, and Goal 11 on sustainable communities, address violence against women
and girls. The United Nations General Assembly's adoption of its first resolution (73/148) in
2019 further demonstrated its commitment to tackling sexual harassment (UNGA 2019).

SDG 5 prioritizes gender equality and the empowerment of women and girls. This
thesis examines how realizing SDG 5 can mitigate online violence against women by analyzing
the UN's strategies, initiatives, and objectives in addressing this issue (United Nations 2015).
Within SDG 5's framework, it is imperative to address gender-based violence, a substantial
impediment to achieving gender equality and empowering women. This goal encompasses
gender-based violence in digital media and online violence against women, advocating for
women's complete participation and leadership across societal domains while striving to
eliminate all forms of violence, including cyberviolence (United Nations 2015). The UN
launched initiatives, policies, and targets to achieve SDG 5 and counter cyberviolence against
women. Notably, UN Women's "Cyberviolence Against Women and Girls Programme" aims
to raise awareness, build capacity, and encourage legislative and policy changes to prevent
online violence. The initiative offers technical support and resources to governments, civil
society organizations, and other stakeholders to devise comprehensive responses (UN Women
2021).

Recent research has underscored the influence of entrenched gender norms and
traditional cultural notions of masculinity on VAW. These dynamics provide a nuanced
understanding of the extent of the VAW in this region. Intimate partner violence (IPV), a
prevalent form of VAW, is a recognized human rights concern that gravely impacts women's
health, particularly in the Arab region. Despite data limitations from four Arab nations, the

estimate is notably high compared to other regions (UN ESCWA 2017). To eliminate violence
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against women in the public and private spheres, all 22 Arab countries ratified the SDGs,
including Target 5.2. They agreed to adhere to indicators such as 5.2.1, which monitor the
proportion of women and girls aged 15 and above who have experienced physical or sexual
violence from an intimate partner. However, data on the prevalence of IPV in the Arab
population remains scarce. As of July 2019 (United Nations 2015), only three Arab countries-
Comoros, Egypt, and Jordan - had national estimates for indicator 5.2.1.

Although 14 studies reported IPV incidents in six Arab countries, a comprehensive
regional analysis is lacking. This systematic review, encompassing geographic coverage and
evidence quality, addresses this gap by outlining IPV prevalence across 22 Arab League
countries (UN ESCWA 2017). SDG 5 sets targets to address online violence against women.
Target 5.2 calls for the cessation of all forms of violence against women, including digital
harassment. Target 5.5 advocates equal leadership opportunities at all decision-making levels,
especially online, promoting women's full participation (United Nations 2015).

SDG 5 and its targets provide a pragmatic framework for addressing online violence
against women, promoting gender equality, and empowering women. The UN's programs,
guidelines, and objectives underscore the international community's commitment to combating
this evolving form of gender-based violence. Fulfilling SDG 5 in the context of cyberviolence
demands ongoing collaboration between state parties, UN agencies, civil society, and other
stakeholders to devise effective strategies that promote equality, prevent violence, and support
victims and survivors (United Nations 2015). According to a recent United Nations study,
violence against women in Arab countries correlates with social factors such as limited
women's engagement in politics and economics, discriminatory legal systems, legal impunity

for violence against women and girls, armed conflict, and forced displacement.
6.6.Conclusion
In synthesizing the various dimensions explored in this chapter, it becomes evident that
cyberviolence against women in the MENA region is a complex, multifaceted issue that

demands a nuanced, comprehensive approach. Utilizing feminist critical discourse analysis and

content analysis, this study has illuminated the systemic nature of digital violence against Arab
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women, revealing the intricate interplay of cultural norms, legal frameworks, and technological
platforms.

The harrowing cases of Basant Khalid, Heidi Shata, Sarah Alwan, and Zainab Zuaiter
serve as poignant reminders of the profound impact of cyberviolence on women's lives. Socio-
cultural factors unique to the MENA region exacerbate the urgency these cases underscore for
addressing this issue. The chapter has shown that patriarchal norms, gaps in the law, and
reporting systems that don't work well all contribute to the spread of cyberviolence. This means
that strong legal frameworks, targeted awareness campaigns, and social interventions that take
into account the unique problems of the region are needed to stop cyberviolence from
happening again and again.

The cultural discourses surrounding honor and shame in the MENA region present both
challenges and opportunities for intervention. These cultural nuances must be considered when
tailoring interventions to ensure their effectiveness in addressing the complexities of
cyberviolence against women in the region.

Moreover, the chapter has highlighted the transformative potential of digital activism.
The power of hashtag campaigns and online discussions in shaping societal narratives and
driving awareness offers a glimmer of hope for fostering more inclusive, equitable, and just
societies. The thesis also aligns with the Sustainable Development Goals (SDGs), particularly
Goal 5, which provides a pragmatic framework for combating online violence against women.
The study underscores the international community's commitment to this issue, emphasizing
the need for ongoing collaboration between state parties, UN agencies, civil society, and other
stakeholders.

This comprehensive analysis contributes significantly to the existing body of
knowledge on cyberviolence against women, particularly in the MENA region. It offers
actionable insights that can inform future policies, interventions, and research. The study calls
for a multi-stakeholder approach involving governments, NGOs, technology companies, and
educational institutions in devising comprehensive strategies that address the unique challenges
posed by cyberviolence. As online platforms continue to shape societal attitudes and behaviors,
the findings of this study emphasize the critical need for preventive measures and support

mechanisms for victims.
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7. CHAPTER SEVEN: GENERAL CONCLUSION

7.1.Summary Of The Findings

Cybercrimes against women are a global issue, especially in the MENA region. As
previous research shows, threats against women in the context of cyberviolence in MENA
manifest in diverse forms, ranging from sex trafficking and cyberstalking to cyberharassment,
cyberbullying, and violations of rights such as free speech, privacy, and reputation defense.
Although cyberviolence protection is often discussed in policy documents, the way this issue
is constructed shapes which aspects are prioritized, with implications for upholding women's
safety and rights. This study aimed to address the underexplored area of rights discourse
surrounding cyberviolence in MENA by examining four illustrative cases using social media
hashtags.

Through feminist critical discourse analysis, this thesis unravels how technology and
social media facilitate sexual violence against Arab women. It investigated the impacts of
various forms of cyberviolence, such as harassment, stalking, and revenge porn. The study also
identified factors that perpetuate cyberviolence, including patriarchal norms, legal gaps, and
ineffective reporting.

This study addresses the central research question: How do social media posts
contribute to women’s victimization, especially in the context of cyberviolence against women
in the MENA region? Utilizing Fairclough's Critical Discourse Analysis, this research revealed
significant findings that highlight the construction of hegemonic and masculine representations
of women, the ubiquity of cyberviolence, and the challenges women face in the digital realm.

This thesis illuminates the distressing prevalence of cyberviolence against women on
social media platforms, highlighting the pressing need for tangible solutions. An in-depth
analysis of four specific cyberviolence cases and exploration of the surrounding discourse
provided invaluable insights into the multifaceted aspects of this issue. These encompassed the
rejection of the current violence discourse, the ramifications of emotional and psychological

violence, gender-based violence dynamics, legal and justice perspectives, manifestations of
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online violence, and the cultural and societal factors influencing them.

Furthermore, this thesis highlights systemic challenges within the Arab legal system
and patriarchal societies that perpetuate cyberviolence against women. The intertwined
discourses of gender and honor in Arab culture create intricate dynamics, leading to extreme
forms of violence such as honor killings when honor codes are breached.

Importantly, the research emphasized the potential of social media platforms to
champion civic engagement and digital activism. Social media can challenge patriarchal
ideologies, power imbalances, and victim-blaming discourses by fostering diverse perspectives
and discussions. However, it is vital to regulate technology use and penalize offenders to
modernize traditional discourse and ensure gender and cyber sensitivity in laws and
regulations.

These findings provide insights that answer the research question on the social,
psychological, economic, and physical impacts of cyberviolence on women in the MENA
region. The analysis reveals how different framings of cyberviolence threats disproportionately
overlook risks affecting women, including censorship and violations of rights such as free
speech, privacy, and reputation defense.

By not actively upholding and protecting these rights in a gender-sensitive manner,
such violations are likely to continue growing. Although the MENA cyberviolence discourse
emphasizes human rights overall, downplaying threats to women makes it harder for them to
obtain rights and security in the digital sphere.

As a qualitative feminist critical discourse analysis, this study illuminates the
implications of how cyberviolence is constructed through language rather than quantitatively
measuring its impacts. Further research could examine how states' cybersecurity policies differ
from those of MENA and their effects on women's rights. The legal analysis of frameworks
protecting women's rights online would also be beneficial.

This study makes key contributions by providing a feminist analysis of MENA
cyberviolence policies, which is an underexplored area. It advances our understanding of the
complex interplay between human rights, gender, and cyberviolence. This bridges across
research fields and advances knowledge on ensuring women's safety and equal rights are
upheld in digital spaces.

Several recommendations have been made based on these findings. Netnography
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research involving activists and influencers in cyberviolence can provide insights into the
efficacy of digital activism versus offline efforts. Analyzing the portrayals of these cases in
traditional media discourse can contribute to a comprehensive understanding of the broader
discourse surrounding cyberviolence against women. Long-term research is imperative to
understand the enduring impact of cyberviolence on women's lives and to establish objective
standards for measuring and preventing online violence. Legislative changes, technological
advancements, and awareness initiatives are pivotal in ensuring women's secure access to the
internet without fear of violence or harassment.

In terms of contributions to the field, this study has significantly advanced our
understanding of the prevalence and impact of cyberviolence against women on social media
platforms, particularly in the MENA region. This study revealed the intricate dynamics of
gender discourse, patriarchal norms, and the influential role of social media in shaping societal
attitudes and norms. These findings underscore the need for holistic strategies that address the
legal, societal, and technological facets of effectively combating cyber violence. By offering
insights into the challenges and potential of public discourse, this study makes a valuable
contribution to the broader field of gender research by emphasizing the significance of social
media as a platform for feminist activism and societal transformation.

This study is a compelling call to address cyberviolence against women in the MENA
region. By integrating legal reforms, attitudinal shifts, and extensive awareness initiatives,
society can work towards crafting a safer and more inclusive digital environment. Significant
progress can be made in combating cyberviolence and ensuring women’s rights and well-being
in the digital era through the collective efforts of governments, law enforcement, social media

companies, and society.
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7.2.Reflecting on Research Limitations

This section reflects the limitations inherent in our research methodology, particularly
in relation to our objectives. Our primary objective was to explore the multifaceted dimensions
of cyberviolence against women in the MENA region, with a specific focus on the role of
technology, social media platforms, and broader societal implications.

Limited Perspective Analysis: While aiming to understand the role of technology and
social media platforms in facilitating violence against Arab women, our methodology did not
allow for a comprehensive capture of the diverse perspectives of Arabs. Relying predominantly
on statistical analysis, we may have missed the nuanced ideological backgrounds and specific
legal contexts of various countries. This limitation potentially affects our ability to fully
understand the role of technology and social media in the perpetuation of cyberviolence.

Sample Size and Scope: Our sample was confined to 231 keywords, 510 online social
media posts, and 8 news media posts in Arabic and English from a specific hashtag. This
limitation might have restricted our understanding of the various forms of cyberviolence, such
as cyber harassment, online stalking, and revenge pornography, because we may not have
captured the full spectrum of experiences and narratives.

Patriarchal Practices: While our research touched upon patriarchal practices
contributing to gender-based violence, a deeper dive into the cultural, historical, and societal
roots of these practices in the MENA region would have provided a richer context to our
findings, especially in understanding the factors perpetuating cyberviolence.

Engagement with Activists: To truly understand the impact of Internet activism, direct
engagement with activists and influencers would have been invaluable. Their first-hand
experiences and insights could have provided a more in-depth understanding of the
effectiveness of digital activism, especially in cases such as those of Basant, Heidi, Sarah, and
Zainab.

Intersectionality and Cultural Origins: This study did not delve deeply into the
intersectionality of various forms of oppression or the specific cultural origins of cyberviolence

in the MENA region. This limitation may have affected our ability to recommend culturally
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sensitive and effective preventive measures.

Local Laws and Family Dynamics: We did not extensively explore the role of local
laws and family dynamics in either perpetuating or mitigating cyberviolence against women.
Such an exploration would have been crucial in understanding the broader societal framework
within which cyberviolence occurs and in recommending robust strategies for its prevention.

However, these limitations do not detract from the overall value of our study. However,
they also influenced the depth and breadth of our findings in specific areas. For instance, the
limited sample size may have affected our understanding of the myriad forms of cyberviolence.
Similarly, not delving deeply into patriarchal practices might have affected our understanding
of the factors perpetuating such violence.

While our research provides a foundational understanding of cyber violence against
women in the MENA region, addressing these limitations in future studies will allow for a
more comprehensive and nuanced exploration of this topic, ultimately leading to more effective

interventions and strategies.

7.3.Recommendations And Policy Implications

The comprehensive analysis provided in the preceding chapters underscores the
urgency of addressing the multifaceted issue of cyberviolence against women in the MENA
region. The supervisory feedback, which adds valuable dimensions to the initial set of
recommendations, further emphasizes this urgency. As we've seen, the legal systems in many
MENA nations are frequently insufficient to address the particular types of abuse that women
experience online. Therefore, governments should consult with women's advocacy groups,
legal experts, and technology companies to enact and enforce robust cybercrime laws that
specifically address cyberviolence against women.

Public awareness is another critical factor. Governments and NGOs should collaborate
to launch culturally sensitive public awareness campaigns that educate people about the
consequences of cyberviolence against women. These campaigns should utilize multiple
platforms, including traditional media, social media, community centers, and educational
institutions, to reach a broad audience effectively.

Support services for victims are equally important. Healthcare providers should be
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trained to recognize symptoms of cyberviolence-induced stress and trauma. Legal aid, financial
assistance, and psychological counseling should be readily available to victims. This multi-
pronged support system can significantly alleviate the physical and emotional toll on victims
and guide them through the legal labyrinth that often accompanies cases of cyberviolence.

The role of technology companies in facilitating cyberviolence cannot be overlooked.
These platforms should be mandated to improve their reporting mechanisms and act swiftly to
remove abusive content. They should also cooperate fully with law enforcement agencies
during investigations to ensure that perpetrators are brought to justice.

Community engagement is another cornerstone of combating cyberviolence.
Educational programs that challenge harmful gender stereotypes and promote gender equality
should be integrated into school curricula. Community dialogues involving religious and
community leaders can also be instrumental in challenging patriarchal ideologies and gender
inequality.

In addition to these recommendations, the supervisory feedback suggests the need for
further research on the prevalence and impact of cyberviolence in the MENA region.
Educational programs focused on digital safety for girls and women are also essential.
Community-based organizations can play a pivotal role by providing resources and support to
victims. Finally, advocacy efforts should aim to change cultural and social norms that
contribute to cyberviolence against women.

In conclusion, the challenge of addressing cyberviolence against women in the MENA
region is complex and requires a multi-faceted approach. By integrating these comprehensive
recommendations, which now include valuable input from supervisory feedback, we can make
significant strides toward creating a safer and more equitable digital environment for women.
This effort aligns with the broader feminist goal of dismantling systemic structures that

perpetuate gender-based violence and inequality.
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Number

Platform Post on Social Media

Social Media
Platform

Case 1: Basant Khalid
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Twitter

.Share their photos, share their names
.Let it be known who they are and what they had done
o eV Al S Gaf

Twitter

man A 17 y/o girl commited suicide after she was blackmailed by a
who faked nudes of her and spread them after she refused to come to
house.She couldn't bear how people in her village treated her and his
to her family saying that it wasn't her left a note

o p¥ Al Ciwy Gaff

Twitter

The least we can help a harassment victim is to believe
her/him.Basant died because her family didn't believe her.Parents
believe their children and be on their side.They should stand should
against the awful society we live in not to act like it with them
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Egypt# »a<# He must be sentenced to death. This person is a terrorist
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Taiz city Yemeni social activist Sarah Alwan shot herself today in
after she allegedly being harassed and blackmailed by a teenager

379 who stole her photos, threatening to share them. #Yemen Twitter
.. There should be some kind of awareness about these things
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